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TOM TAT
Cong nghé nhan dang ddi twong bang séng vo tuyén RFID (Radio Frequency
Identification) [1,2,3,4,5,6,7] 1a mot k¥ thudt nhan dang ty dong cho phép mot thiét
bi doc thong tin chtra trong chip ¢ khoang cach xa, khong can tiép xuc truc tiép,

dura trén kha nang luu trir va nhan tin hiéu tir xa bang hé thong thé thong minh.

V6i sy phat trién rit manh mé cua khoa hoc k¥ thudt, ngdy cang nhiéu cac
cong nghé ung dung vao viéc quan 1y nhim giam nhe va t6i wu hoéa cong viéc.
Cong nghé RFID va nhiing tmg dung ciia n6 1a mot vi du dién hinh mang lai nhiéu

lot ich cho con nguoi.

Cong nghé RFID dang ngay cang duoc sir dung nhiéu trong nhitng mg dung
yéu cau bao mat cao nhu hé théng kiém soat truy cap (access system), nhitng hé thong
thanh toan (payment system), hé théng vé (ticket system) [8] va cac ung dung trong
mdi truong nho nhu: tmg dung quén 1y sinh vién bang cong nghé RFID dé kiém soat

an ninh, ra vao ky tuc xa [15], quan 1y thu vién [17].

Viéc sir dung hé théng RFID trong cac tng dung trén doi hoi phai sir dung céc
phuong phédp ma héa dir li€u trén thé dé bao vé hé théng va chéng lai cac cudc
tan cong cta hacker v6i muc dich truy cp trai phép dé bé khoa mat khau cua
t6 chirc va ca nhan sir dung hé théng RFID. Ngoai phuong phap mi héa, hé thong
RFID con doi hoi thém viéc chén 1 password ngay trong thé dé trong trudong hop
bi mat thé thi hé théng khong thuc hién dugc giao dich.

Luan van tap trung nghién ctru cac thuat toan ma hda, chon mot thuat toan
pht hop dé bao mat dit lidu trén thé RFID. Xay dung 2 tmg dung cu thé 1a diém danh
sinh vién thay cho viéc diém danh theo phuong phdp truyén théng va thanh toan

v&i gid tri nho tai can tin.



ABSTRACT

Nowadays, Information Technology has become a main key to support the
development of our society in many facts, especially in business. It helps human to
have a more comfortable and secured life. As same as other technologies, Radio-
frequency identification (RFID) is the one of most efficient technologies in information

management today.

RFID technology is used frequently in those applications which require high
security (access system, payment system, ticket system, etc...) and also in some small
applications such as: library management system, student management system,

university access system.

Due to the wide deployment of RFID over the world, there emerges need to

protect RFID card’s information safety from hackers.

This project focus on researching security algorithms. Base on the characteristic
of those security algorithms, the research will choose an appropriate algorithm to apply
it into RFID card. The results of this work are to create two applications - checking

student’s attendance application and payment system by using RFID technology.
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RFID (Radio Frequency Identification): nhan dang ddi twong bang song v tuyén
RF (Radio frequency): tan s séng v tuyén

LF (Low-frequency): tan s6 thap

HF (High-frequanecy): tin s6 cao

UHF (Ultrahigh-frequency): siéu cao tan
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CHUONG 1: TONG QUAN

1.1. Ly do chon deé tai

Cong nghé RFID dang ngdy cang dugc sit dung nhiéu trong nhitng ing dung
yéu ciu bao mat cao nhu hé thdng kiém soét truy cap (access system), nhitng hé thong
thanh toan (payment system), hé thong vé (ticket system). Cac tmg dung ctua RFID
ngdy cang duoc md rong trong moi linh vuc, trong d6 moéi trudng gido duc 1a mot dién
hinh.

Quan ly diém danh sinh vién theo phuong phap truyén théng la mot phuong
phdp mat rat nhiéu thoi gian cta giang vién va sinh vién (néu day tip trung ¢ hoi
truong, co ca hang traim SV); Dir liéu khong tap trung do nhiéu 16p hoc tai nhiéu

thoi diém khac nhau, khé khin trong viéc tong két dir liéu (ghi nhiéu lan).

Sinh vién phai ding xép hang dai dé chd mua thirc dn, tra tién mat va cho
hoan lai tién du tai can tin trong gid giai lao (30 phit), mit nhiéu thoi gian va tao ra
cam giac m¢t mai cho sinh vién.

Luén vin nham tién dén viéc:

- Xay dung m6 hinh quan 1y diém danh sinh vién, sir dung hé théng RFID
gdm cac thiét bi nhu hinh 1.1 véi muc dich quan 1y cac thong tin ca nhan
ctia sinh vién mot cach nhanh chong, chinh xac; Dir liéu tap trung, tiét

kiém thoi gian va cong strc cho tinh nhéat quan ciia dir liéu (chi ghi 1 1an).

e A
|I | 1 |

Dawsdoc

Hinh 1.1 — M6 hinh diém danh sinh vién



V&i mo hinh diém danh, sinh vién thuc hién viéc tap thé RFID vao
dau doc duoc dat tai cac phong hoc. Pau doc doc dir liéu ghi thong tin ctua
sinh vién trong thé va truyén thong tin dén cac thiét bi hién thi (luén vin
chon sir dung thiét bi tablet) thong qua 1 access point (lam nhiém vu giao
tiép gitra dau doc va tablet, sau d6 thong tin cua sinh vién dugc hién thi trén
man hinh tablet. Hé thong c6 thé hoat dong duoc offline (hé thdng van thuc
hién diém danh ma khong can két nbi voi may chi. Dit lidu s& duoc luu tam

thoi tai tablet).

- Xay dung mo hinh thanh toan tai can tin, sit dung hé théng RFID gdm
cac thiét bi nhu hinh 1.2 dé quan 1y qué trinh thyc hién giao dich (chon

mon an va thanh todn) cua sinh vién nham tiét kiém thoi gian.

e

Pau doct ghi

1333 @
— Switch

Hinh 1.2 — Mé hinh thanh todn tai cin tin

V6i mo hinh thanh toan tai can tin, thong tin vé mén an va nudc udng
duogc hién thi trén man hinh touch screen. Sinh vién thuc hién viéc chon mon
va nudc ubng trén man hinh va tap thé RFID vao dau doc-ghi duoc dit tai
can tin dé x4c nhan thanh toan. Pau doc-ghi doc dir li¢u giao dich trén thé va
lwu thdng tin giao dich vao may tinh diéu khién man hinh touch screen. Pau
doc-ghi va may tinh giao tiép voi nhau théng qua thiét bi giao tiép switch. Hé
thong c6 thé hoat dong dugc offline (hé thong van thyc hién diém danh ma

khong can két ndi voi may chi. Dir liéu s& duoc luu tam thoi tai may tinh).



- Ngoai ra, dé dir liéu trén thé duoc bao mat, chéng méat thé, chdng sao
chép thé thi hé théng phai sir dung cac phwong phap ma hoa va két hop

chén 1 password ngay trong thé.

Vén dé nay da va dang duoc nhiéu to chire, truong hoc ciing nhu ca nhan quan
tam va tham gia nghién ctru. Nam bt duoc xu thé va sy quan tim do6, cong voi niém
dam mé trong linh vyuc tim hiéu bao méat hé théng, t6i da chon dé tai: “BAO MAT DU
LIEU TREN THE RFID - UNG DUNG PIEM DANH VA THANH TOAN”

1.2. Y@u ciu, ndi dung va phwong phap nghién ciru
1.2.1. Y&u cau ciaa deé tai

V6i hai m6 hinh trén thi hé thong RFID can thyuc hién va dam béao cac yéu cau du
kién sau:

- Xay dung hé thong RFID gdém 2 tng dung miu 1a diém danh va thanh
toan nhiam hd tro cho sinh vién thuc hién diém danh va thanh toan véi sb
tién nho tai can tin.

- Hé théng phai dugc bao mat: dit liéu ghi trén thé RFID cia ngudi dung
phai dugc dam bao trong qua trinh sir dung. Trong trudng hop thé bi sao
chép hodc bi mét thé thi dam bao hé théng khong thuc hién dugc giao
dich.

- Hé théng c6 thé hoat dong duogc offline: trong mot sb truong hop tin hi¢u
giita ddu doc hodc dau ghi va may chi luu trir dit liéu bi mat lién lac thi
dam bao van thuc hién duoc giao dich.

Pé c6 thé dap Gmg dugc cac yéu cau trén thi hé théng RFID dy kién tng

dung cac cong nghé va phuong phap sau:

- Heé thdng RFID gom: dau doc, dau ghi va theé.

- Téan s6 hoat dong cua dau doc: 13.56MHz.

- Khoang cach doc: 2-5cm



1.2.2.

Thoi gian dap tng: 13 thoi gian doc dit liéu trén thé cua dau doc, thoi gian
thyc hién cang nhanh cang tdt dé tranh tinh trang phai cho doi. Du kién

thoi gian diém danh 1 1 gidy, thoi gian thanh toan 3 gidy.

Bao mat: str dung cac phuong phap ma hoa c6 do dai dir lidu xtr 1y nam
trong khoang tir 128 bit dén 160 bit va két hop chén 1 password ngay
trong thé RFID dé trong truong hop mat thé hodc thé bi copy, thi khong
thyc hién dugc giao dich.

Hé thong offline: Dir lidu dugc luu trir tam thoi tai cac thiét bi dat tai

phong hoc va dét tai can tin, khi hé théng online dir li¢u s€ ty dong déng

bo.

Noi dung va phwong phap nghién ciu

Tim hiéu chung vé cong nghé RFID va cong nghé RFID cua Soyal [19].

Tim hi€u vé tan so hoat dong cua thé, chuan truyén thong gitra dau doc va

the, khao sat thuc té moi trudng lp dit dé chon thiét bj phu hop.

Tim hiéu cac thuit todn ma héa dé ma hoa dir liéu trén thé RFID nham
bao v¢ nhitng thong tin ca nhan cua nguodi dung luu trén thé duge an toan
va bao mat.

Nghién ciru vé van dé bao mat thong tin trén thé va phuong phéap xac
thue d6i ximg (Mutual Symmetrical Authentication) gitra dau doc
(reader) va thé RFID (transponder) dé chdng lai viéc 1y cap thé bang
cach chén 1 password vao ngay trong thé. Dé thong tin duoc bao mat phai
dam bao ba myc ti€u bao mat C-1-A: Bam bdo tinh bi mat cua thong tin
(Confidentiality); BDam bao tinh toan ven cuia thong tin (Integrity); Dam
bdo d6 sin sang cua thong tin (Availability).

Tim hiéu ngdn ngit 1ap trinh trén nén Net, Java va cac phuong phap két
ndi CSDL nham x4y dung mot CSDL hoan chinh chira cc thong tin co

ban v€ sinh vién va cac mon an tai can tin.



Xay dung mdt phan mém cho nguoi dung c6 thé truy xuat cac thong tin
lién quan dén di€m danh sinh vién va cach thirc chon mon tai can tin.
Cap nhat lai cac thong tin v€ sinh vién va thong tin vé cdc mon an tai can

tin dé dap Gmg nhu cau sir dung.

1.3. Y nghia khoa hoc va thuc tién

1.3.1.

1.3.2.

Piém méi caa dé tai

Hai tng dung trén gitip cho con ngudi c6 thé giam sat, quan Iy dé dang
hon, it mac 151, ton it thoi gian va giam thiéu nhan lyc quan 1y. Pic biét
1a hé théng str dung dugc offline. Ung dung c6 kha ning xt 1y tu dong
viéc diém danh sinh vién va tao sy tién lgi trong viéc thanh toan cua
nguoi dung khi st dung cac dich vu tai can tin.

M4 hoa duogc dir liéu trén thé va chén 1 password ngay trén thé nham bao
vé nguoi ding trong viéc bao mat thong tin va chéng mat the, chong lai

viéc thay ddi, sao chép dir li¢u trén thé.

D kién két qua dat dwoc

Xay dung va chay thanh cong hai ng dung quan 1y sinh vién va thanh

toan tai can tin.

Béao mat (Security): Dt li€u trén thé dugc hash dam bao tinh toan ven cia

dir liéu, chdng thay d6i dit liéu trén thé.

Hiéu suat (Performance): Thoi gian thuc hién diém danh 1 gidy, thanh

toan khoang 3 gidy.
Tinh sin sang (Availability): Hoat dong 24/ 24, hé théng str dung offline.
Tién dung (Usability): D& str dung, s luong thao tac it.

Trién khai tng dung thuc té cho co quan/doanh nghiép.



1.4. Tong quan vé linh vuc nghién ciu
1.4.1. Tinh hinh nghién ciu trén thé giéi
Cong nghé RFID d3 duoc cac qubc gia trén thé gidi ung dung rong rai trong

cac linh vyc an ninh, kinh doanh, ngan hang, y hoc, ..., dién hinh tai mot nudc nhu:

Tai My: Cac nha khoa hoc M¥ vira tim ra cach gan chip nhan dang tan sb vo
tuyén (RFID) vao gidy dung dé in tién, tai liéu phap 1y, vé va nhan dan thong minh
khac v6i muc tiéu tranh gia mao [9] . Ngoai ra, cong nghé RFID con dugc tich hop
trén thé tin dung, thé visa, nha ga, tau dién ngam, san bay, gan chip RFID trén hoc

sinh,... [10]

Tai Han Qudc: cong nghé RFID dang duoc vao cudc sdng trong cac dich vu:

S-0il, Buu chinh, theo doi hai san, ... [11]

Malaysia: tng dung cong nghé RFID vao hé thong tau dién [12] va rit nhiéu
quéc gia khac trén thé giéi da va dang sir dung cong nghé RFID
1.4.2. Tinh hinh nghién ctru trong nwéc
Viét Nam di timg budc (mg dung céc tién ich cua cong nghé RFID. Dién
hinh nhu cong ty TECHPRO Vi¢t Nam, hop tac cung Hang IDTECK — Korea ting
dung RFID trong chdm cong dién ti, kiém soat thang may.[13]

Vién Cong nghé Thong tin da gidi thiéu chao ban cac hé thong tng dung
RFID nhu: hé thong kiém soat xam thyc AC200 str dung thé RFID; khoa thé dién tir
RFID K400R; h¢ thong kiém soat vo tuyén. [13]

Tai TP. HCM, cong nghé RFID ciing dang dugc trién khai ung dung trong
tram thu phi Xa 10 Ha N1 va hé théng kiém soat bai dd xe tu dong tai ham dau xe
toa nha The Manor... Bai gilt xe thong minh tai cac trung tdm thwong mai, bénh

vién, si€u thi Coopmark... [14]

Céc tng dung cua cong ngh¢ RFID trong gido duc nhu: Pai hoc Bach khoa
Ha No6i véi ung dung quan 1y thu vién [17], Pai hoc Khoa hoc ty nhién — Tp.HCM

v6i tmg dung quan 1y sinh vién bang cong nghé RFID dé kiém soat an ninh, ra vao



ky tdc x&, thanh toan cac loai phi ciing nhu kham chita bénh cho sinh vién, stra

chira, luu trir hd s0, lam kénh thong tin lién lac v&i nha truong, gia dinh,....[15]

Ngoai ra, con c6 cac dé tai dang nghién ctru nhu “Nghién ctru x4y dung hé
thong quan ly, diéu hanh kho thong minh Smart Warehouse dua trén cong nghé
RFID va hé théng nhung” (Pai hoc Khoa hoc T nhién) va “Nghién cru cong nghé
xac dinh, nhan dang stt dung RFID trén mang Internet” (Trung tam Internet Viét

Nam). [16]

1.5. Céu tric caa luin vin

Céu trc cta luan vin gdm cac chuwong chinh nhu sau
Chuong 1: Tong quan

Nbi dung ctia chuong nay Trinh bay 1y do chon dé tai, muc dich, di twong
va pham vi nghién ctru, ¥ nghia khoa hoc va thuc tién cua dé tai nghién ciru.
Chuong 2: Cong nghé RFID

Nbi dung cta chuong nay gi6i thidu vé cong nghé RFID néi chung va cac
thiét Mifare RFID cia Soyal duoc sit dung dé nghién ctru trong luan vin.
Chuong 3: Ma héa dir liéu

Noi dung cua chuong nay 1a trinh bay cac thuat todn ma hoa dir li¢u trén
thé¢ RFID; Nghién ctru phuong phdp ma hoa va chon ra mot phuong phép phu
hop dé ma hoéa dit liéu trén thé RFID.
Chwong 4: Xay dung h¢ thong
Nbi dung cua chuong nay mé ta, thiét ké, xdy dung mé hinh, chirc ning

ctia hé théng. Xay dung moi truong cai diat va ung dung cic cong nghé st dung
cho 2 tmg dung diém danh va thanh toan.
Chuong 5: Két qua dat duoc

Noi dung ciia chuong nay 1a két qua thiét ké thanh cong giao dién 2
g dung diém danh va thanh toan tai cin tin dya trén quy trinh xay dung cc
chirc nang trong chuong 4. Trién khai thir 2 (mg dung trén tai mot sd co
quan/doanh nghiép. Panh gia két qua dat duoc so v6i yéu cau ban dau va dua ra

hudng phat trién cho hé théng.



CHUONG 2: CONG NGHE RFID

2.1. Giéi thiéu vé cong nghé RFID

Cong nghé RFID (Radio Frequency Identification) 14 cong nghé nhan dang d6i
tugng bang song vo tuyén, cho phép mot thiét bi doc thong tin chira trong chip ¢
khoang cach xa, khong can tiép xtc truc tiép, khong thue hién bat ki giao tiép vat 1y
nao gitra hai vat khong nhin thiy. Cong nghé nay cho ta phuong phép truyén, nhan
dir liéu tir mot diém dén mot diém khac. Ba thanh phan thé (tag), dau doc (reader)
va angten 1a nhitng khéi chinh ctia mot hé thdng RFID.

K¥ thuat RFID sir dung truyén thong khong day trong dai tin song vo tuyén dé
truyén dit liéu tir cac thé dén cac dau doc. Tag co thé dugc dinh kém hodc gan vao
ddi tuong dugc nhan dang chéng han san phﬁm, hop hoac gia ké (pallet). Reader
quét dit liéu cua tag va gri thong tin dén co so dir liéu ¢6 luu trit dit liéu cua tag.

Su ra doi cong nghé nhan dang tan sd vo tuyén that sy 1a cudc cach mang
trong quan ly tai sadn ndi chung va cong nghé deo bam phuc vu muc dich quan 1y tr&

thanh méi quan tdm cua thé giéi thuong mai.

2.2. Cé&c thanh phan caa hé thong RFID
Mot hé thong RFID bao gém cac thanh phan sau :

Thé (Tag): gdm chip ban dan va angten nho trong cac hinh thirc dong goi.

13.546 MHz

Hinh 2.1 - Céu tric thé

(Nguon: Swu tam hinh anh Internet)



Hinh 2.2 - Mt s6 méu thé théng dung

(Nguon: Swu tam hinh anh Internet)
Pau doc (Reader): thuc hién viéc ghi doc trén thé va giao tiép voi may chi.

Hinh 2.3 - Reader

(Nguon: Swu tam hinh anh Internet)
Angten cua dau doc: 1am nhiém vu birc xa, thu song dién tir va gia cong tin

hiéu. Mot vai dau doc hién nay cling da c6 san angten.

Mach diéu khién (Controller): cho phép cac thanh phan bén ngoai giao tiép

di€éu khién chic nang cua dau doc va cac thanh phan khic nhu annunciation,
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actuator,... Ngay nay mach diéu khién thuong dugc tich hop sin trong dau doc .

Cam bién (sensor), co cau chap hanh (actuator) va bang tin hi€u dién bao

(annunciator): nhimg thanh phan nay hd tro nhap va xuit ctia hé thng.

May chu (host) va hé thong phan mém (software system) : vé mit 1y thuyét,
mot hé thé)ng RFID c6 thé hoat dong doc 1ap khong cé thanh ph?m nay. Thuc té&, mot
hé théng RFID gan nhu khong ¢ ¥ nghia néu khong ¢ thanh phan nay.

Co so ha ting truyén thong (communication infrastructure) : 1a thanh phan
bt budc, gom ca hai mang c6 diy va khong day va cac bo phan két ndi tudn tu dé két

noi cac thanh phan da li¢t ké & trén véi nhau dé chiing truyén véi nhau hiéu qua.

Communication Infrastructure
Reader
Ta
9 Antenna
Software
System
Reader Controller
Sensor/Annunciator/
Actuator

Hinh 2.4 - M6 hinh hé théng RFID.

(Nguon: Swu tam hinh anh Internet)
2.3. Phwong thirc hoat dong
Mot hé théng RFID c¢6 ba thanh phén co ban: thé, dau doc, va mét may chu. Thé
RFID gdm chip ban din nhé va dngten duoc thu nho trong mot sé hinh thire dong goi.
MGdi thé dugc lap trinh véi mot nhan dang duy nhat cho phép theo ddi khong day
d6i twong hodc con ngudi dang gin thé d6 vi cac chip dugc sir dung trong thé RFID ¢

thé gitr mot sb lugng 16n dir li€u, ching co thé chira thong tin vé dbi tuong duoc gén
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thé.

Hé thong RFID st dung bbn bing thong tan s6 chinh : tan s6 thap (LF), tan sb
cao (HF), siéu cao tan (UHF) hodc song cuc ngin (viba). Cac hé thdng trong siéu thi
ngay nay hoat dong & bang thong UHF, trong khi cac hé thong RFID cii sir dung bing
thong LF va HF. Bang thong viba dang duoc dé danh cho cac tmg dung trong twong
lai.

Céc thé co thé duge cdp ngudn boi mot bd pin thu nho trong thé (cac thé tich
cuc) hodc boi dau doc, nd “wake up” (danh thirc) thé dé yéu cau tra 10i khi thé dang

trong pham vi vung doc (thé thu dong).

Pau doc gém mdt angten lién lac vdi thé va mdt don vi do dién tir hoc da dugc
nbi mang voi may chii. Pon vi do tiép song gitta may chi va tit ca cac thé trong pham
vi doc cua angten, cho phép mot dau doc lién lac déng thoi voi hang tram thé. No
cling thuc thi cac chuc nang bao mat nhu ma hoda/ gidi ma va xac thuc nguoi dung.
Pau doc co thé phat hién thé ngay ca khi khong nhin thdy chung.

Khi thé di vao vung song dién tir n6 s€ phat hién tin hi€u kich hoat tir dau doc
va no s€ phat thong tin nhan dang dén dau doc. Pau doc giai ma dir lie¢u dugc ma hoa

trong chip (séng vo tuyén phan xa tir thé ) va dwa vao may chu dé xir Iy .

T truong
chiu anh
huong boi die
liéu thé

NANG
LUONG
DU/LL Ui
; <
néutheé co W RFID tag
inh niing ghi) | W
Dir li¢u, theo
s thay dbi
A cuong do tir .
SggN trm‘)‘fg : Dong goi bang thity tinh hogc
; chat déo ( tuong quan vé kich
/ thudc cua the va dau doc
- dugc phong dai dé deé quan
3 v y . sat)
/// Vlﬂ'.g tr““?gga“ Vung trudng xa
A G > >

. , A . Yt Su truyén séng EM
Tir trwdong xoay chi€u trong viung trudng gan
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Hinh 2.5 - Hoat déng ciia thé va diu doc RFID

(Nguon: Swu tam hinh anh \nternet)
2.4. Uu diém va han ché ciia h¢ théng RFID
* Uu diém
Kha ning xir Iy dong thoi: RFID c6 kha niang xur 1y dong thoi nhiéu ddi twong
cing mét luc. Diéu nay 1am ting dang ké tde d6 kiém tra va tiét kiém thoi gian xu 1y.

Kha ning xir 1y ty dong: hé théng RFID ty dong nhan dang ma khong cin dén

hd trg ctia con ngudi nén s& giam dugce chi phi nhan cong.
Heé thdng RFID c6 kha nang doc/ghi thong tin trén thé mot cach dé dang.

Hoat dong tbt trong moi truong khong thuan 1oi (vi dy nong, am, bui, ban, moi

truong an mon hay c6 sy va cham...)

MG&i dbi twong can nhan dang trong hé thong RFID chi c6 mot sé nhan dang duy

nhat cho mét d6i tuong va kha nang ma hoa dir liéu.
Luu trit duge nhiéu dit liéu hon, ¢6 thé chira tir 64 dén 512 bit thdng tin.
Thu thap dit liéu nhanh va khdng can tiép xuc.
Tubi tho va d6 bén lau hon dbi voi nhimng thé thu dong khong can pin.
* Han ché

Bén canh nhiéu wu diém cua hé théng ung dung RFID, mdt vai nhugc diém cua

cong nghé nay van chua duoc khic phuc nhu:
- Dung dd dau doc: Cac dau doc c6 thé doc chéng 14n 1én nhau.
- Chi phi cho thé va dau doc RFID vén 1a khé 16n.
- Chua c6 duoc mot chuan théng nhat gitra cac quoc gia, cic nha san xuét
thiét bi.
V61 nhitng nhugc diém con ton tai nay, mac du da dugc biét dén tir rit s6m trong

khoang thap nién 50 nhung RFID van chua duoc Gng dung rong rdi va phd bién.
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Can khéc phuc nhitng nhugc diém trong twong lai, dic biét 1a chi phi giam xudng thi

cong nghé nay madi co theé ing dung trong cudc song hang ngay cia con nguoi va

trong nhiéu linh vuc kinh doanh, dich vu.

* So sanh hé thong RFID véi cac hé thong khac

R
e e e a e
0 hé tho a vach | dang tie 2 ’ Hé thong RFID
Tham s6 h¢ thong Ma vac ang ’ .1eng diém sinh ¢ thong
no6i
hoc
Luong dir liéu dac 16-64K
trung (byte) 1-100 L L 6-6
Anh huong cua bui
NP Cao Khoéng anh hudng
va do am — —
Anh  huéng cua| Khong ioh hud
huéng va vi trf Bi gidi han o o ong anh huéng
Giam chét lugng, hao |
\ Bi gi61 han o o Khong anh hudng
mon
Chi phi mua sdm Rét thap Rét cao Rét cao Trung binh
Tdc dd doc . RAt tha R4t thép
Thip (~ds) | o oP Cuc nhanh (~0.5s)
(>5s) (> 5-10s)
Khoang cach tdi da
itta dau doc va thiét Tién x1
g. o 1in 0-50 cm 0-50 cm 1P XPC 0-5m, vi song
bi mang dir li¢u truc tiép

Bing 2.1 — So sdnh hé théng RFID véi cdc hé thong khdc [26]

2.5. Thé RFID
2.5.1. Khéi niém

Thé RFID 1a mot thiét bi ¢ thé luu trit va truyén dit liéu dén mot dau doc trong
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mot méi trudng khong tiép xuc bang song vo tuyén. Thé RFID mang dit liéu vé mot

vat, mot san pham (item) nao d6 va gan 1én san pham do.

Thé RFID gdm chip ban dan nhé (bd nhé cua chip co thé chira téi 96 bit dén 512
bit dit liéu nhiéu gip 64 1an so voi ma vach) va dngten duoc thu nhé trong mét s6 hinh
thirc dong goi.

Thong thuong mdi thé RFID c6 mdt cudn day hodc dngten nhung khong phai tat

ca RFID déu co vi chip va ngudn nang lugng riéng.

2.5.2. Céc thong sb caa thé
2.5.2.1. Dung lwong

Thé RFID ¢6 thé luu trit duoc phu thudc nha cung cép va loai ung dung, thong
thudng né c6 thé mang luong thong tin khong 16n hon 2 Kb - du dé luu trit dit lidu vé
san pham dang nam trong dién can quan ly.
2.5.2.2. Tan sb hoat dong

Tan sd 1am viée 1a tan sd dién tir thé dé truyén thong hay thu dugc ning lugng.
Tan sb xac dinh tbc d0 truyén thong va khoang cach doc thé. Tan sb cao (High-
frequency) c6 pham vi doc dai hon, ¢6 toc dd doc nhanh. Téan s6 thap (Low-frequency)

¢6 thé xuyén qua tuong tot hon. RFID st dung song tir 30KHz dén 5,8GHZ.
C6 4 tan s6 chinh ma RFID hoat dong:

- Low-frequency (LF): bang tan tir 125 KHz - 134 KHz. Bang tan nay phu
hop véi pham vi ngan nhu hé thong chdng trom, nhan dang dong vat va hé

théng khoa ty dong.

- High-frequency (HF): biang tan 13,56 MHz. Tan sb cao cho phép d6 chinh
xac cao hon véi pham vi 3 feet (3*0,3048m =~ 1m). Cac thé thu dong 13,56
MHz dugc doc & tbe dd 10 dén 100 thé trén gidy va & pham vi 3 feet. Cac
thé thu dong dugc dung trong viéc theo doi vat li€u trong céc thu vién, kiém
soat hiéu sach, theo ddi pallet, truy cp, theo doi hanh 1y van chuyén bing

may bay va theo ddi item db trang strc.
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- Ultrahigh-frequency (UHF): cac thé hoat dong & 900 MHz va c6 thé duogc
doc & khoang cach dai hon cac thé high-frequency, pham vi tir 3 dén 15
feet. Tuy nhién cac thé nay dé bi anh hudng béi cac nhan t6 méi trudng hon
cac thé hoat dong & cac tan sd khac. Bang tan 900 MHz thuc sy phu hop
cho cac tmg dung ddy chuyén cung cap vi tdc d6 va pham vi cia no. Céac
thé thu dong ultrahigh - frequency c6 thé duge doc & toc do 100 dén 1000
thé trén gidy. Cac thé nay thudng duge st dung trong viée kiém tra pallet va

container, xe chd hang va toa trong van chuyén tau bién.

- Microwave frequency: bang tan 2.45 va 5.8 GHz, c6 nhiéu song radio birc
Xa tir cac vat thé & gan nén co thé can trd kha ning truyén thong gitta bo doc
va thé. Cac thé microwave RFID thuong dugc dung trong quan ly day

chuyén cung cap.

Tén tin so Khoang tin sd Pham vi, toc d
~ 1,5 feet,
Low frequency 125 KHz - 134 KHz ’ ’
toc do doc thap

~ 3 feet, toc do

High frequency 13,56 MHz
doc trung binh
Ultrahigh frequency 860-930 MHz 15 feet, toc do doc cao
~ 3 feet, toc d6
Microwave frequency 2.45/5.8 GHz

doc cao

Bing 2.2 — Tan s6 hoat dpng cho cdc thé Passive
Hién nay, chua c6 théng nhat dugc chuan chung cho tan sé RFID. Phan 16n cac
nude 4n dinh ving tan s6 vo tuyén 125 kHz hodc 134Khz cho cac hé thong RFID &
tan s thap, 13.56 MHz cho tan sb cao. Chau Au thi str dung tan sé 868 MHz trong khi
My thi sir dung 915 MHz, con Nhat dang tim kiém dé mo bang tan 960 MHz,. ..
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2.5.3. Céac thugc tinh caa thé RFID
Muc dich cta mot thé RFID vé mit vat 1y gan dir liéu vé mot dbi twong 1én san
phém d6. Mdi thé c6 mot vai co ché bén trong nao do dé chira dit liéu va mot cach

truyén thong cua dir lidu d6
Mbi thé c6 2 hoat dong co ban la:
- Gan thé: bat ki thé nao ciing duoc gin 1én san pham theo nhiéu cach.

- Doc thé: thé RFID phai c6 kha ning giao tiép thong tin qua séng radio theo

nhiéu tan sb khac nhau.
Ngoai ra, thé con c6 mot hoac nhiéu thudc tinh hodc dic diém sau:

- Lam chét/vo hiéu hoa (Kill/disable): Nhiéu thé cho phép bd doc ra 1énh cho
nd ngung cac chirc ndng. Sau khi thé nhan chinh xac “kill code”, thé s&

khong dap Umg lai b doc.

- Ghi mét 1an (write once): V&i thé duoc san xuat ¢6 dit lidu c¢b dinh thi cac
dr liéu nay dugc thiét 13p tai nha may, nhung vo1 thé ghi mot lan dit liéu
ctia thé c6 thé duoc thiét 1ap mot 1an boi ngudi dung sau d6 dit liéu nay

khong thé thay doi.

- Ghi nhiéu lan (write many): nhiéu kiéu thé ¢ thé duoc ghi dit liéu nhiéu

lan.

- Chédng xung dot (Anti-collision): Khi nhiéu thé dit canh nhau, bd doc s&
gip kho khan dé nhan biét khi nao dap ting ciia mot thé két thic va khi nao
bit ddu mot dap tmg khac. Vi thé anticollision s& nhan biét duoc thoi gian
dap tmg dén bo doc.

- M3 hoa va bao mat (Security and encryption): Nhiéu thé co thé tham gia
vao cac giao tiép co mat ma, khi d6 thé chi dap tmg lai bd doc chi khi cung
cap dung password.

2.5.4. Giao thuc thé

Giao thirc thé 1a mot tap cac quy tic chinh thirc md ta cach truyén dir lidu,



17

dic biét 1a qua mot mang. Cac giao thirc cip thip xac dinh cac tiéu chuan vé
dién, vé vat 1y duoc tién hanh theo kiéu bit va kiéu byte, viéc truyén, viéc phat
hién 156i va hiéu chinh chudi bit. Cac giao thuc cép cao dé cap dén dinh dang dir
lidu bao gdm cu phap cua thong diép, doan ddi thoai giita dau cudi toi mdy tinh,

cac bo ky tu, su sip xép thir tu cua thong diép, v.v...

Véi dinh nghia nay, cac giao dién khong gian sé& 1a cac giao thirc cip thip,
con cac giao thirc duge mo ta dudi day 1a cac giao thirc cap cao. N6 xac dinh ct

phap ciia thong diép va ciu tric cia doan ddi thoai giita dau doc va thé.
Sau ddy 1a mot s6 thuat ngir thuong duoc sir dung:

- Singulation : Thuat nglr nay moé td mdt thu tuc gidm mot nhom
(group) thanh mot ludng (stream) dé quan 1y ké tiép nhau duoc.
Singulation ciing ¢6 ham y rang dau doc doc cac ID cua mdi thé dé né
kiem ké.

- Anti-collision: Thuat ngitr nay mo ta mdt tap tha tuc ngan chan cac
thé khac va khong cho phép c6 thay d6i. Singulation nhan dang céc
thé riéng biét, nguoc lai anti-collision diéu chinh thoi gian dap Uung
va tim cac phuong thic sip xép ngiu nhién nhiing dap ung nay dé
dau doc c6 thé hiéu timg thé trong tinh trang qua tai nay.

- Identity: Identity 1a mot cai t€n, mot s6 hodc dia chi ma nd chi duy nhét
mot vat hoac mot noi nao do.

2.5.5. Phén loai thé

C6 nhiéu cach phan loai thé : dya trén nguon cung cap, cac dic diém vat 1y, cac
giao dién khong khi “air interface” (cach ma chung giao tiép duoc véi bo doc), kha
nang luu trir va xtr Iy thong tin,. ..

Sau day 1a phuong phép phuong phap phan loai thé thuong duoc st dung do 1a

dua theo vai tro cua thé :

- Thu dong (Passive)
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- Tich cuc (chu dong)(Active)
- Ban tich cuc (Semi-active, cting nhu ban thu dong semi-passive)

2.5.5.1. Phan loai theo vai tro
* Thé thu dong (Passive tag)

Day 1a loai tag dugc st dung rong rai hi¢n nay, gia thanh ré.

- Phuong thirc hoat dong: Bo phan doc thé sé truyén song radio dén thé thu
dong va kich hoat thé. Sau d6 thé sé ty dong truyén thong tin dugc ma hoa

ciia nd dén bod phan doc.
- Han ché: tim hoat dong han ché, thuong chi xép xi 3-2m.

- Uu diém: thé thu dong khong doi hoi phai c¢6 pin dé hoat dong, co vong

doi str dung rat 1au, kich thudc nho va ré, ¢6 thé tai sir dung
* Thé tich cue (Active tag)

La loai tag c6 gan pin (mot loai gin pin c6 dinh, mot loai c6 thé thay thé)

- Phuong thirc hoat dong: thé tich cuc s€ tu dong phat ra tin hi€u trong mot
ban kinh khoang 100m dén cac bod phan doc va truyén thong tin duwgc ma
hda.

- Han ché: thé khong thé hoat dong néu khong co pin, dit va c6 kich thudc
tuong ddi 16n

- Uu diém: tam phu séng 16n (hon 100m), c6 thé sir dung cac ngudn dién dé
hoat dong. Trong twong lai gan, cac active tag c6 thé s& mang nhung chirc
nang sau:

o Kha ning tu kiém soat va theo ddi san phdm nd gin vao.
o C6 dung lugng thong tin 16n nhit.
o C6 thé duoc gin v6i bo phan tim kiém mang ludi tu dong, cho

phép n6 lya chon kénh truyén thong tot nht.
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Ngoai ra con c¢o6 loai thé ban thu dong 1a sy két hop gitra thé thu dong va chu
dong. Thé ban thu dong co sir dung ngudn pin, khoang cach doc thé ngin hon thé

chu dong nhung xa hon so véi thé thu dong.

2.5.5.2. Phan loai thé dua vao kha nang ghi dir li€u trén thé
Ngoai cach phan loai co ban trén thi c6 thé dung cach phén loai khac d6 1a dya

vao kha ning hd tro viéc ghi dir liéu trén the, khi d6 thé dugc chia 1am ba loai:
- Thé chi doc RO (Read Only).
- Thé ghi mét 1an - doc nhiéu lan WORM ( Write Once Read Manly).
- Thé doc — ghi RW ( Read Write).
* Thé RO:

Thé Read Only (RO) c6 thé dugc lap trinh (tic 1a ghi dit liéu 1én thé
RO) chi mot lan.

Dit lidu c6 thé dugc luu vao thé tai trong lic san xuat. Nha san xuét loai
thé nay s& dua dit liéu 1én thé va nguoi str dung thé khong thé didu chinh duoc.
Loai thé nay chi tot di v6i nhitng ing dung nhé ma khong thuc té doi véi quy
md san xuét 1on hodc khi dit liéu cta thé can duoc lam theo yeu cau cua khach
hang dua trén Ung dung. Loai thé nay dugc s dung trong cac ing dung kinh
doanh va hang khong nho.

*Thé WORM :

Thé Write Once, Read Many (WORM) c6 thé dugc ghi dit liéu mot 1an,
ma thudng thi khong phai duoc ghi boi nha san xuat ma boi nguoi st dung thé
ngay lac thé can duoc ghi. Tuy nhién trong thuc té thi c6 thé ghi duoc vai lan
(khoang 100 1an). Néu ghi qua sb 1an cho phép, thé c6 thé bi pha hong vinh
vién. Th¢ WORM dugc goi la field programmable (1ap trinh theo truong).

Loai thé nay c6 gia ca va hi¢u suét tot, ¢ an toan dit liéu va 1a loai thé

phd bién nhét trong linh vuc kinh doanh ngay nay.
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*Thé RW :

Thé RW c6 thé ghi dir liéu dugc nhiéu lan, khoang tir 10.000 dén
100.000 14n hodc c6 thé hon nita. Viée nay dem lai l¢1 ich rat 16m vi dit liéu c6
thé duoc ghi boi dau doc hodc bai thé (néu 1a thé tich cuc). Thé RW thuong rat
dit nén khong duoc sir dung rong rii trong cic Gmg dung ngdy nay, trong tuong
lai c6 thé cong nghé thé phat trién thi chi phi thé giam xudng.
2.5.6. Céch lwa chon thé

Lua chon thé phu thudc vao yéu cau sau:

- Dai doc yéu cau: Cac thé active thuong cho c6 dai doc rong hon thé passive.
Doi v6i cac g dung ban hang, nguoi ta thuong sir dung thé passive vi dai

doc cuia nhitng thé nay ciing du dap ung yéu cau.

- Chét lidu va dong g6i: Mdi mot chét liéu khac nhau sé& tao ra cac thé RFID
¢ dic diém khac nhau. Vi du, chat 1ong c6 thé ngin ca ludng song radio.

Céac hop chuira béng kim loai cling tao ra nhiéu t&i dau doc.

- Hé sb kich thudce: Thé RFID c6 céc kich thude khac nhau. Hé sb kich thuée
cho cac loai thé RFID dung cho cdc mdi loai san phdm s& phu thudc vao
cach dong goi san pham do.

- Chép nhan céc chuan: Viéc tinh toan xem liéu c6 phai hau hét cac dau doc
hién ¢6 s& hiéu duoc cac thé RF ban da chon hay khong cling 1a mdt diéu
quan trong. EPCglobal va International Standards Organization (ISO) da

cung cdp cac chudn cho giao tiép gitra thé RFID va dau doc.

- Chi phi: Chi phi cia mét thé RFID giir vai tro quan trong trong viéc ¢6 chon
loai thé d6 hay khéng béi vi hau hét cac tmg dung déu sir dung rat nhiéu thé
RFID. Vi vdy, can phai chon loai thé RFID dap ung vira di nhu ciu va cé
chi phi chap nhan duoc.
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2.6. Céc thiét bi Mifare RFID cia Soyal
2.6.1. Thé thu dong Mifare
2.6.1.1. Gioi thiéu

Mifare [18] 13 nhin hiéu ndi tiéng s& hitu bodi NXP Semiconductors (cong ty con
duoc hinh thanh tir Philips Semiconductors) phan phdi cac san pham thé thong minh
khong tiép xuc duoc sit dung rong rai trén thé gidi: thé cam umg, cong nghé cam

ung,...

Cong nghé doc quyén Mifare duoc cong nhan tiéu chuan ISO 14443 (RFID) loai
13,56 MHz, 1a thé thong minh khong tiép xtic tiéu chuan. Cong nghé nay duoc dung dé

ché tao thé va dau doc (con duoc goi 1a thiét bi ghép cam tng).

2.6.1.2. DPic diém cac loai thé Mifare
* MIFARE tiéu chuin

- Thé Mifare tiéu chuén 13 thé thong minh khong tiép xuc thong dung nhat phu
hop cho cac tmg dung nhu: kiém soat ra vao, thanh toan bang thé, cic ting
dung thanh toan trong cong ty hoac truong hoc, vé xe cong cdng, thé khach
hang than thiét... Véi kich thude bang thé tin dung thong thudng;

- Tuong thich véi chun ISO 14443A;
- Mifare tiéu chuan g6m hai loai bd nhé 1K va 4K
- Dt liéu duoc bao v¢ bdi Key A va B;
- Tinh ning doc/ghi théng tin 1én the, téc do dudi 10% giay;
- Tudi tho cta chip 1én t6i 100.000 1an doc/ghi;
- Cong nghé 6n dinh d3 duoc str dung rong rii — bién d6 doc on dinh;
- Kich thuéc bang thé tin dung tiéu chuan (85.6mm x 56mm x 0.78mm);
- C6 thé in hinh anh truc tiép 1én thé.
* Thé Mifare siéu nhe

- Mifare siéu nhe la thé thong minh khéng tiép xuc 13.56 MHz, dung luong bo


http://vi.wikipedia.org/w/index.php?title=Thanh_to%C3%A1n_b%E1%BA%B1ng_th%E1%BA%BB&action=edit&redlink=1
http://vi.wikipedia.org/wiki/C%C3%B4ng_ty
http://vi.wikipedia.org/wiki/Tr%C6%B0%E1%BB%9Dng_h%E1%BB%8Dc
http://vi.wikipedia.org/w/index.php?title=V%C3%A9_xe_c%C3%B4ng_c%E1%BB%99ng&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Th%E1%BA%BB_kh%C3%A1ch_h%C3%A0ng&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Th%E1%BA%BB_kh%C3%A1ch_h%C3%A0ng&action=edit&redlink=1
http://vi.wikipedia.org/wiki/Th%E1%BA%BB_t%C3%ADn_d%E1%BB%A5ng
http://vi.wikipedia.org/wiki/D%E1%BB%AF_li%E1%BB%87u
http://vi.wikipedia.org/w/index.php?title=T%C3%ADnh_n%C4%83ng_%C4%91%E1%BB%8Dc/ghi&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Ch%C3%ADp&action=edit&redlink=1
http://vi.wikipedia.org/wiki/C%C3%B4ng_ngh%E1%BB%87
http://vi.wikipedia.org/wiki/K%C3%ADch_th%C6%B0%E1%BB%9Bc
http://vi.wikipedia.org/wiki/Th%E1%BA%BB_t%C3%ADn_d%E1%BB%A5ng
http://vi.wikipedia.org/w/index.php?title=Ti%C3%AAu_chu%E1%BA%A9n&action=edit&redlink=1
http://vi.wikipedia.org/wiki/H%C3%ACnh_%E1%BA%A3nh
http://vi.wikipedia.org/wiki/Th%E1%BA%BB_th%C3%B4ng_minh
http://vi.wikipedia.org/w/index.php?title=Kh%C3%B4ng_ti%E1%BA%BFp_x%C3%BAc&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Dung_l%C6%B0%E1%BB%A3ng&action=edit&redlink=1
http://vi.wikipedia.org/wiki/B%E1%BB%99_nh%E1%BB%9B
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nh¢ 512 bits véi chi phi thap nhit;
- Tuong thich véi chuan ISO 14443A;
- Hb tro Triple DES;
- Tinh ning doc/ghi thong tin 1én the, téc do dudi 10% giay;
- Tudi tho cua chip 1én t6i 100.000 1an doc/ghi;
- Cong nghé 6n dinh di dugc st dung rong rai — bién do doc 6n dinh;
- Ung dung kiém soat ra vao, vé thu phi, thé tich diém, ghi thong tin;
- Kich thudc bang thé tin dung tiéu chuan (85.6mm x 56mm x 0.78mm);
- C6 thé in hinh anh truc tiép 1én thé.
* Mifare DESFire

- Mifare DESFire lathé thong minh khéng tiép xuc 13.56Mhz, do bao mat

cao phu hop voi cac ing dung vi dién tur;
- Tuong thich véi chuan ISO 14443 A (tir 1-4);
- HO trg cac thuat toan bao mat 2KTDES, 3KTDES;
- Dung lugng 2K, 4K va 8K.
* Mifare DESFire EV1 (con goi 1a DESFire8)
- Phat trién méi cua thé Mifare DESFire c¢6 san dung luong 2 KB, 4 KB va 8 KB;
- Hb tro cho céc ID ngau nhién;
- Ho tro ma hoa 128-bit AES.
* MIFARE Plus
- Mifare Plus 1a mot thé thay thé cho Mifare c¢6 dién;
- B0 nhd: 2 Kbytes hodc 4 Kbytes;

- HO trg 128-bit AES;


http://vi.wikipedia.org/wiki/B%E1%BB%99_nh%E1%BB%9B
http://vi.wikipedia.org/w/index.php?title=Bits&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Triple_DES&action=edit&redlink=1
http://vi.wikipedia.org/wiki/Tu%E1%BB%95i_th%E1%BB%8D
http://vi.wikipedia.org/w/index.php?title=C%C3%B4ng_ngh%E1%BB%87_%E1%BB%95n_%C4%91%E1%BB%8Bnh&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=%E1%BB%A8ng_d%E1%BB%A5ng_ki%E1%BB%83m_so%C3%A1t_ra_v%C3%A0o&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=V%C3%A9_thu_ph%C3%AD&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Th%E1%BA%BB_t%C3%ADch_%C4%91i%E1%BB%83m&action=edit&redlink=1
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http://vi.wikipedia.org/wiki/K%C3%ADch_th%C6%B0%E1%BB%9Bc
http://vi.wikipedia.org/wiki/Th%E1%BA%BB_t%C3%ADn_d%E1%BB%A5ng
http://vi.wikipedia.org/w/index.php?title=Ti%C3%AAu_chu%E1%BA%A9n&action=edit&redlink=1
http://vi.wikipedia.org/wiki/In
http://vi.wikipedia.org/wiki/H%C3%ACnh_%E1%BA%A3nh
http://vi.wikipedia.org/w/index.php?title=Tr%E1%BB%B1c_ti%E1%BA%BFp&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=%C4%90%E1%BB%99_b%E1%BA%A3o_m%E1%BA%ADt_cao&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=%C4%90%E1%BB%99_b%E1%BA%A3o_m%E1%BA%ADt_cao&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Ph%C3%B9_h%E1%BB%A3p&action=edit&redlink=1
http://vi.wikipedia.org/wiki/%E1%BB%A8ng_d%E1%BB%A5ng
http://vi.wikipedia.org/wiki/V%C3%AD_%C4%91i%E1%BB%87n_t%E1%BB%AD
http://vi.wikipedia.org/w/index.php?title=Thu%E1%BA%ADt_t%C3%B3an_b%E1%BA%A3o_m%E1%BA%ADt&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=D%E1%BB%A5ng_l%C6%B0%E1%BB%A3ng&action=edit&redlink=1
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http://vi.wikipedia.org/w/index.php?title=ID&action=edit&redlink=1
http://vi.wikipedia.org/wiki/Ng%E1%BA%ABu_nhi%C3%AAn
http://vi.wikipedia.org/w/index.php?title=H%E1%BB%97_tr%E1%BB%A3_128-bit_AES&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=MIFARE_Plus&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Th%E1%BA%BB&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=MIFARE_c%E1%BB%95_%C4%91i%E1%BB%83n&action=edit&redlink=1
http://vi.wikipedia.org/wiki/B%E1%BB%99_nh%E1%BB%9B
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It linh hoat hon MIFARE DESFire EV1;

Mifare Plus khi dugc sir dung trong hé thdng giao théng cii ma chua hd trg AES

tir phia dau doc van co thé bi tan cong.

Cac loai thé B6 nhé Bido mat
Thé Mifare tiéu chuan | 1k/4k Bao vé phim A/B
Thé Mifare siéu nhe 512 bit 3-DES
Thé Mifare DESFire 2k/4k/8k DES, 3-DES, AES
Thé Mifare Plus 2k/4k AES

Bing 2.3 — Cdc théng sé ciia thé thii dgng Mifare

2.6.1.3. Tinh ning

Truyén dit liéu bang cach khong tiép xtc va cung cap ning lugng (khong can
pin)

Pham vi hoat dong: trén 100mm (phu thudc vao hinh dang cua angten)
Tan sb hoat dong: 13.56MHz

Truyén dit liéu: 106kbit/s

Tinh toan ven dit liéu: 16 Bit CRC, tinh chin 1¢, bit m3 héa, bit dém
Chéng va cham

EEPROM

o 1 Kbyte, chia thanh 16 khu virc véi 4 khdi, mdi khdi gdm 16 byte
o Nguoi dung truy cap cac diéu kién d6i véi mdi khdi bo nhd

o Luu trlt di¥ liéu trong 10 nam

o Do bén 100.000 chu ky ghi

Bao mat


http://vi.wikipedia.org/w/index.php?title=Linh_ho%E1%BA%A1t&action=edit&redlink=1
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2.6.2. Pau doc Mifare Soyal AR-721H
2.6.2.1. Khai niém

Pau doc RFID 14 thiét bi két ndi khong day véi thé dé nhan dang d6i trong dugc
gin thé. N6 1a mot thiét bi doc va ghi dit liéu 1én thé RFID tuong thich. Thoi gian ma
dau doc co thé phat ning lugng song vo tuyén dé doc thé dugc goi 1a chu ky lam viéc

cua dau doc.

2.6.2.2. Pic diém va phuong thirc hoat dong

Pau doc ¢6 nhiém vu kich hoat thé, truyén nhan dir iéu béng song vo tuyén VOl
thé, thuc hién giai ma tin hiéu nhan duoc tir thé ra dang tin hiéu can thiét dé truyén vé
may cht, dong thoi ciing nhan 1énh tir may chu dé thyuc hién cac yéu cau truy van hay

doc/ghi thé.

Pau doc co thé thuc hién nhting hoat dong ndi trén 1a nho vao phén mém ung
dung (Application Software) nam trén may chu, né chi huy cac 1énh dén dau doc theo
thi tuc master-slaver, diéu nay c6 nghia 13 trong cau tric phan cip cta hé thong thi
phin mém tmg dung déng vai trd master, con dau doc déng vai tro slaver (chi hoat
dong khi c6 1énh tir master). Pé thuc hién 1énh tir phén mém ung dung thi trude tién
dau doc phai két ndi véi thé, lac nay ddi voi the thi ddu doc dong vai trd 13 master, the

c6 nhiém vu dap ing céac yéu cau cua dau doc.

Master <:> Slaver

Command Command
Application ™ Paudoc [ Thé
software < ]
Response Response

Master <> gjaver

| Data I

Hinh 2.6 - Thii tuc master-slaver giiva Application, dau doc va thé

(Nguon: Swu tam hinh anh Internet)
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2.6.2.3. Thong s6 k¥ thuat

Tén =6 125kHz 13,56MHz
IS0 14443A/B

. z 15015653

Tieu chuan EM Standard DESFire
PSAM

Khodng cach doc 10-18cm 2-8cm

Mgudn hoat 6ng o 18VDC

Céng sudt tigu thy =30

K&t ndi may tinh RE-485

Date Transfer Rate 300 bps (M,8,1)

Mhiét 36 hoat 3éng -20°C dén B0°C

Digital Input Egress(R.T.E) Door contact

Relay Output Lock Relay

Lock relay time Toggle 0.1~600 Sec

Alarm time Toggle, 1~600 Sec

Tamper Switch Limit Switch [ Form C)

. r4/ne 1.024
Bonho ME 65.000
Luru triF MM 1.200
External Reader WiG26/34

Anti-pass-back Yes M4/ME Only)
Kigm sodt thang méy 32 ting, 1.024 use
Serial Port TTL( 4800bps, M,8,1)
Real Time Clock Yes
LCD Panel Mo
MOt chudng cia Mo

) Arming LEDY Alarmy Duress
Transistor Output /Security trigger signal
Tiéu chuén bdo vé Mo
Indicator 1 Bi-color LED & 1 Beeper
Chét ligu ban phim Cao Su
it ligu vo ABS
Time Zone 1183 Connect to Multi-Door

Metworking Controller)

Ché 35 hoat d6ng Stand-Alone! Metworking

Hinh 2.7 — Théng s6 ky thudt dau doc Mifare Soyal AR-721H [21]

2.6.3. Pau ghi Mifare Soyal AR-737P
2.6.3.1. Gioi thiéu

Mifare AR-737P [19,20] ra doi nam 2005, AR-737P la mot 18p trinh thong
minh nhét cta hé théng thé thong minh c6 thé doc tir xa Milfare®. No duoc thiét ké

dé cai thién tinh nang doc/ghi cta tmg dung Mifare® doc tir xa.

2.6.3.2. Pic diém

HJ tro kiém tra CRCS tu dong 1é€nh don, chirc nang luu trit/sao luu tu dong.
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HO tro giao dién RS-232 va USB 2.0 (Trinh diéu khién USB nén duoc cai dat

trude)

Kiém soat thong qua phan mém (Giai phap Mifare va cong cu SOR)

Céc tang dém phim A/B mic dinh va phim A/B nhiét tich hop.

Str dung giao thirc SORMifare vdi d§ an ninh cao va giao dién than thién.

2.6.3.3. Thong s6 k¥ thuat

Tan s6

Tiéu chuan

Mgudn cung cap
CAng suat tiéu thy

Giao dién truyén
théng

Chuyén dif liéu
Fate

Mhiét dd hoat déng
H tro Tage
Chi b
Wat ligu va
Mau
Kich thwde (mm)

Trong lrorng (g)

13 56MHz
130144434 /B + 15693
15015693

DESFire

PSAM

BDC

=1.5W

USB 2.0 cong COM 3o
0600bps (N, 8,1)

207 @én+60C
Mifare 1

2 LED & 1 Beeper
ABS

Mau xam
113 (L) X71 (W) X36 (H)

150 =10

Hinh 2.8 — Théng sé ky thugt diu doc Mifare Soyal AR-737P [22]

2.6.4. Ung dung

Khach san, nha nghi mat va cac nén céng nghiép ban 1é.

Bai dau xe, thanh toan phi trudc, soat ve.

Hé thdng diéu khién ra vao.

Vi dién tu.

Kiém soat gidy phép khach hang.
2.6.5. Ly do chen thiét bi Mifare ciia Soyal

- Mifare 13 tiéu chudn coéng nghiép hang dau cho giao dich thé thong minh
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khong tiép xuc.
- Puoc st dung rong rai trén toan thé gidi
- Phu hop véi tiéu chuan ISO14443A

- Lo trinh va con dudng phat trién trong twong lai: Giao dién tiéu chuan dam
bao ring co s ha ting ngay nay c6 thé d& dang dugc nang cp cho thé IC
trong tuwong lai

- Danh myc san pham pht hop va nhiéu ngudn cung Gmg & tit ca cac cap trong
chudi gia tri

B6 nhé da dang va ho tro nhiéu chuin bao mat.

2.7. Chuin truyén thong giira thé va dau doc

Qua trinh ghi dir liéu 1én thé, giao tiép va trao d6i dit liéu gitta dau doc va thé
RFID 1a mot qua trinh phtrc tap. bé thuc hién duoc mot hé théng RFID hoan chinh,
phuc vu cho viéc doc va ghi dit liéu 1én thé ciing nhu 1én co sé dir liéu. Co6 nhiéu to
chure di 6 nhiéu sang kién lién quan dén tiéu chuan RFID. Pang chu ¥ nhat d6 14 to
chtic tiéu chuan hoa qudc té (International Organization for Standardization - 1SO)
va EPC toan cau (EPCglobal)

Céc chuan ISO pho bién:

ISO 11784 va 11785 la hai tiéu chuan dang chu ¥ trong cong nghé tan sb
thip ma d3 dang st dung trong su theo ddi dong vat.

ISO 18000 -2 durgc hoan thanh va xudt ban vao nam 2004. Py 14 tiéu chuan
dinh nghia nhitng tham s6 cho giao dién truyén théng dudi 135KHz d6 1a diy tan sd
thap.

ISO 15693 va 14443 14 tiéu chuan tan s6 cao 13.56MHz str dung rong rai cho
dén nay.

ISO 15693 thi dugc xuat ban vao nam 2000 dinh nghia nhiing tham s6 cho
thé RFID, sir dung trong nhirg pham vi yéu cau doc hon 10cm.

ISO 14443 1a tiéu chuan cho thé RFID véi pham vi doc gidi han it hon 10cm.
Su khac nhau chinh giita hai tiéu chuan nay 13 tng dung cua chung. ISO 14443 vi
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khoang cach doc ngin va kha ning ma hoa nén thich hop hon véi nhitng tmg dung
an toan nhu la thanh toan dién tir, ngan hang va giao dich tai chinh.

ISO 18000 -3 dugc xuét ban vao nam 2004, 14 tiéu chuan méi cho RFID
13.56MHz. 1SO 18000- 3 12 mét tiéu chuin toan dién dugc xay dung dua trén ISO
15693. N6 c6 hai phién ban, phién ban 1 giéng nhu ISO 15693.

Véi tan s6 UHF (860MHz-956MHz) thi hién nay khong c6 tan sb toan cau
dugc cong nhan do sy han ché cua nhiing vung khac nhau trén thé gioi. O Bic My,
UHF RFID sur dung 915MHz, 869MHz -868MHz va 950MHz-956MHz tuong ting
duoc sir dung & Chau Au va Nhat Ban

ISO 18000-6 (trong tan s6 UHF 860-956MHz) duoc xuit ban vao nim
2004. Tiéu chuan nay dinh nghia nhing tham s6 cho Air Interface va

Communication.
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CHUONG 3: MA HOA DU LIEU

3.1. Téng quan vé ma hoa

3.1.1. Khéai niém vé ma hoa

M4 hda (Encrypt) 1a phuwong phap dé bién thong tin (phim, anh, vin ban,

hinh anh....) tir dinh dang binh thudng sang dang thong tin khong thé hiéu duoc

(v6i muc dich gitr bi mat thong tin d6) néu khong c6 phuong tién giai ma.

Khoa ma hoa

F 1

Dir ligu

!

L 4

g0c
L

Hé thong

quan ly khoa

L 4

M3 hoa

Dit liéu ma hoa

Y

Khoa giai ma

v

Giai ma

(Bdn md)

v

Hinh 3.1 — Quy trinh mé& hoéa dir liéu [27]

h J

Dir ligu
go0c

Thuat toan Cryptography dé cap ti nghanh khoa hoc nghién ctru vé ma hoa va

giai ma thong tin. Cu thé hon 13 nghién ctru cac cach thirc chuyén doi thong tin tir

dang rd (clear text) sang dang mo (cipher text) va nguoc lai. Pay la mot phuong

phap hd tro rat tt cho trong viéc chong lai nhitng truy cap bat hop phap t6i dit liéu

dugc truyén di trén mang, 4p dung ma héa s& khién cho noi dung thong tin dugc

truyén di dudi dang md va khong thé doc duoc ddi véi bat ky ai ¢b tinh mubn 14y

thong tin do.
:l; Eneryption ' Deeryption
L ¥
plaintext ciphertext
Key Key

Hinh 3.2 - H¢ thong md héa thong tin [27]

ab
ed

plaintext
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3.1.2. Pj an toan cia thuiat toan

Nguyén tic dau tién trong ma hoa 1a “Thuét toan nao cling c6 thé bi pha v&”.
Céc thuat toan khac nhau cung cép muc do an toan khac nhau, phu thudc vao do
phtrc tap dé pha v& chung. Tai mot thoi diém, d0 an toan ctia mot thuat toan phu

thudc:

- Néu chi phi hay phi ton can thiét dé pha v& mot thuit toan 16n hon gia tri cia

thong tin da ma hoa thuat todn thi thuat todn do tam thoi dugc coi 1a an toan.

- Néu thoi gian can thiét dung dé pha v& mot thuat toan 13 quéa lau thi thuat

toan do tam thoi duoc coi la an toan.

- Néu luong dir liéu can thiét dé pha v& mot thuat toan qua lon so véi luong dir

liéu da dugc ma hoa thi thuat toan d6 tam thoi dugc coi la an toan.

3.1.3. Ba muc tiéu chinh cia an toan théng tin

Van dé bao mat thong tin khong chi don thuan 1a viéc chéng lai cac cudc tan
cong tir hacker, ngan chin malware dé dam bao thong tin khong bi pha hity hodc bi
tiét 16 ra ngoai... Hiéu rd 3 muc tiéu ctia bao mat 1a budce cian ban dau tién trong qua
trinh xdy dung mot hé thong thong tin an toan nhéat c6 thé. Ba muc tiéu nay con

duoc goi la tam gidc bao mat C-1-A.

Services

\

N

Availability

Hinh 3.3 - Tam gidc bdo mdt C-1-A

(Nguon: Swu tam hinh anh Internet)


https://manthang.files.wordpress.com/2011/04/cia_triad.png
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* Confidentiality

bam bao tinh bi mat cua thong tin, tirc 1a thong tin chi dugc phép truy cap

(doc) boi nhirng d6i tuong (ngudi, chuong trinh may tinh...) duge cip phép.

Tinh bi mat cua thong tin ¢ thé dat dugc bang cach gidi han truy cap vé ca
mat vat 1y, vi du nhu tiép can truc tiép tGi thiét bi luu trix thong tin d6 hoac logic, vi

du nhu truy cap thong tin d6 tir xa qua moi truong mang.
* Integrity

bam bao tinh toan ven cua thong tin, tirc 1a thong tin chi dugc phép x6a hodc
sira boi nhitng ddi twong duge phép va phai dam bao rang thong tin van con chinh
xac khi dugc luu trit hay truyén di. Vé diém nay, nhiéu nguoi thuong hay nghi tinh
“integrity” don gian chi 1a dam bao théng tin khong bi thay ddi (modify) 13 chua
day du.

Ngoai ra, mot giai phap “data integrity” c6 thé bao gém thém viéc xac thuc
nguodn gdc cua théng tin nay (thude so hiru cua ddi twong nao) dé dam bao thong tin

dén tir mot ngudn dang tin cdy va ta goi d6 1a tinh “authenticity” ctia thong tin.
* Availability

Pam bao d6 sin sang ciia thong tin, tirc 13 thong tin ¢ thé duoc truy xuat boi
nhimg nguoi dugce phép vao bét cir khi ndo ho mudn. Vi du, néu mét server chi bi
ngung hoat dong hay ngimg cung cap dich vu trong vong 5 phut trén mot nam thi
d6 san sang cua no 1 99,999%.

3.1.4. Phan loai cac thuat toan ma hoa

CO rat nhiéu céc thuat toan ma hoa khac nhau. Tur nhirng thuat toan dugc cong
khai dé moi ngudi cung sir dung va 4p dung nhu 1a mét chuén chung cho viéc ma
hoa dit liéu; dén nhitng thuat toan ma hoa khong duoc cong bd. C6 thé phan loai cac
thuat toan ma hoa nhu sau:

Phan loai theo cac phuong phap:

M4 hoa cb dién (Classical cryptography)
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M4 hoa d6i xtmg (Symetric cryptography)
M4 hoa bat d6i xtrng (Asymetric cryptography)
Ham bam (Hash function)

Phén loai theo s6 lugng khoa:
Ma hoa khoda bi mat (Private-key Cryptography)
Ma hoa khoa cong khai (Public-key Cryptography)

Luan van tap trung nghién ctru phuong phap ma héa Ham bam (Hashing) vi
ham bam lam thay doi dir liéu thanh mot dang mat mé, qua trinh hashing st dung
mot théng sé hash value va khong thay d6i dir liéu ban dau. Hashing c6 thé str dung
dé bao vé va kiém tra tinh toan ven cua dit liéu. N6 cling c6 kha nang stir dung dé
kiém tra khi c6 mot tién trinh copy duoc thyc hién va dam bao tinh chinh xac cua
dit liéu khi chiing dugc copy. Hashing 13 ham 1 chiéu nén c6 téc d6 xur Iy nhanh phu

hop véi yéu cau diém danh.

3.2. Phwong phap ma héa dir li¢u trén thé RFID
3.2.1. Hashing — Ham bam

Hashing 12 mdt phuong thirc mat ma nhung né khong phai 1a mdt thuat toan
m& hod. Hashing chi sir dung mot ching chi s6 duy nhéat duoc biét dén véi tén nhu
"hash value — gia tri hash", "hash — bam", Message Authentication Code (MAC),
fingerprint — van tay, hay mot doan message. Dir liéu d4u vao cta ban ¢6 thé 1a mot
file, mot 6 dia, mot qué trinh truyén thong tin trén mang, hay mdt buc thu dién tu.
Thong s6 hash value duoc sir dung dé phat hién khi c6 sy thay doi cua tai nguyén.
N6i cach khac, hashing st dung né dé phat hién ra dir liéu cé toan ven trong qua

trinh luu trir hay trong khi truyén hay khong.

Ham bam c6 chic ndng mat ma “mot chiéu”, va c6 mot kich thudc c¢o6 dinh

cho bat ky mot vin ban gdc nao.
Thuét toan hashing thuong dugc str dung: MD4, MD5, SHA-1.....

* Pac tinh ciia ham bam
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V&i ham bam 14 ham 1 chiéu c6 céac dic tinh sau:

- V6i dir liéu dau vao (ban tin géc) M, chi thu dugc gia tri bdm duy nhat
h = H(M).

- Néu dir liéu trong ban tin M bi thay d6i hay bi xoa dé thanh ban tin M, thi
gia tri bam h(M’) khac h(M).

- NOoi dung ctia ban tin gdc “kh6” thé suy ra tir gia tri ham bam cua né. Nghia
1a, v6i thong diép M thi “dé” tinh dugc h = H(M), nhung lai “kh¢é” tinh
nguoc lai duoc néu chi biét gia tri bam h(M).

3.2.2. Ham bim MD5
3.2.2.1. Gi6i thiéu

MD5 [23] (viét tat cua tiéng Anh Message-Digest algorithm 5, giai thuat Tiéu
hoéa tin 5) 13 mot ham bdm méat ma hoc dugc st dung phd bién voi gia tri Hash dai
128-bit. MD5 duoc thiét ké boi Ronald Rivest vao nim 1991 dé thay thé cho ham
bam trudc do, MDA4.

La mot chuan Internet (RFC 1321), MD5 di duoc dung trong nhiéu tmg dung
bao mat, va cling dugc dung phd bién dé kiém tra tinh toan ven cua tap tin. Mot

bang bam MD5 thuong duoc dién ta bang mot s hé thap luc phan 32 ky tu.

3.2.2.2. Giai thuat

Gom 5 buére
Pau vao: chudi cé do dai bat ki.
Dau ra: gia tri bam c6 do dai 128 bits.
Budrc 1: nhdi dir ligu
- Nhdi thém cac bits sao cho dit liéu c6 d6 dai 1 =448 mod 512 hay | =n * 512 +
448 (n,l nguyén).

- Ludn thyc hién nhoi dir li¢u ngay ca khi dit liéu ban dau c6 d¢ dai mong muon.

Vi duy, dit liéu c6 d6 dai 448 duogc nhdi thém 512 bits dé duoc do dai 960 bits.


http://vi.wikipedia.org/wiki/Ti%E1%BA%BFng_Anh
http://vi.wikipedia.org/wiki/H%C3%A0m_b%C4%83m_m%E1%BA%ADt_m%C3%A3_h%E1%BB%8Dc
http://vi.wikipedia.org/wiki/Bit
http://vi.wikipedia.org/w/index.php?title=Ronald_Rivest&action=edit&redlink=1
http://vi.wikipedia.org/wiki/1991
http://vi.wikipedia.org/w/index.php?title=MD4&action=edit&redlink=1
http://vi.wikipedia.org/wiki/Internet
http://tools.ietf.org/html/1321
http://vi.wikipedia.org/w/index.php?title=T%E1%BA%ADp_tin_m%C3%A1y_t%C3%ADnh&action=edit&redlink=1
http://vi.wikipedia.org/wiki/H%E1%BB%87_th%E1%BA%ADp_l%E1%BB%A5c_ph%C3%A2n
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Sb lugng bit nhdi thém nim trong khoang 1 dén 512.

Céc bit duoc nhdi gdm 1 bit “1” va céc bit 0 theo sau.

Buwée 2: thém vao do dai

Do dai ctia khdi dir liéu ban dau duoc biéu dién dudi dang nhi phan 64 bit va

duogc thém vao cudi chudi nhi phan két qua ctia bude 1.

Néu d6 dai cua khéi dir liéu ban dau > 264, chi 64 bits thép dugc st dung, nghia

la gia tri dugc thém vao béng K mod 264.

Két qua co duoc tir 2 bude dau 1a mot khoi dir lidu c6 do dai 1a boi sé cua 512.
Khéi dit liéu duoc biéu dién:

Bang mot diy L khéi 512 bit Y0, Y1,..., YL-1.

Bing mot day N tir (word) 32 bit MO, M1, MN-1. Vay N=L x 16 (32 x 16 =
512).

Budc 3: khéi tao bg dém MD (MD buffer)

Mot bo dém 128 bit duoc dung luu trit cac gia tri bam trung gian va két qua. Bo
dém duoc biéu dién bang 4 thanh ghi 32 bit véi cac gia tri khoi tao ¢ dang
littleiendian (byte c6 trong sé nho nhit trong tir ndm & dia chi thdp nhét) nhu

Sau.

A=67452301
B=EFCD AB 89
C=98BADCFE
D=10325476

Cac gia tri nay tuong duong vai cac tur 32 bit sau:

A=01234567
B =89 AB CD EF
C=FEDCBA98
D =76543210
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Budrc 4: xir Iy cac khdi dir li¢u 512 bit
- Trong tAm cta giai thuat 14 ham nén (compression function) gdm 4 “vong” xir
ly. Cac vong nay co cu trac gidng nhau nhung st dung cac ham luan 1y khac

nhau gdm F, G, H va I nhu sau:

F(X,Y,Z)=XANYV—-XAZ
GX,Y,Z)=XANZVY AN —Z
H(X,Y,Z) = X xor Y xor Z
I(X,Y,Z)=Y xor (X V —Z)
Mang 64 phan tir dugc tinh theo cong thire: T[i] = 232 x abs(sin(i)), i duoc tinh

theo radian.

- Két qua cua 4 vong duoc cong theo modulo 232 véi dau vao CVq dé tao

CVvg+1.

- Ca4c gid tri trong bang T:

T[1] = d76aa478 T[17] = f6éle2562 T[33] = fffa3942 T[49] = 4292244
T[2] = eBc7b756 T[18] = c040b340 T[34] = 8771f681 T[50] = 432aff97
T[3] = 242070db T[19] = 265e5a51 T[35] = 6d9d6122 T[51] = ab9423a7
T[4] = clbdceee T[20] = e9bbc7aa T[36] = fde5380c T[52] = fc93a039
T[5] = f57cOfaf T[21] = d62f105d T[37] = adbeeadd T[53] = 655b59¢3
T[6] = 4787c62a T[22] = 2441453 T[38] = 4bdecfad T[54] = 8f0ccc92
T[7] = a8304613 T[23] = d8ale681 T[39] = fébb4b60 T[55] = ffeff47d
T[8] = fd469501 T[24] = e7d3fbc8 T[40] = bebfbc70 T[56] = 85845dd1
T[9] = 698098d8 T[25] = 21elcdeb T[41] = 289b7ec6 T[57] = 6fa87e4f
T[10] = 8b44f7af T[26] = ¢33707d6 T[42] = eaal27fa T[58] = fe2ce6el
T[11] = ffff5bbl T[27] = f4d50d87 T[43] = d4ef3085 T[59] = a3014314
T[12] = 895cd7be T[28] = 455al4ed T[44] = 4881d05 T[60] = 4e0811al
T[13] = 6b901122 T[29] = a9e3e905 T[45] = d9d4d039 T[61] = f7537e82
T[14] = fd987193 T[30] = fcefa3f8 T[46] = e6db99e5 T[62] = bd3af235
T[15] = a679438e T[31] = 676f02d9 T[47] = 1fa27cf8 T[63] = 2ad7d2bb
T[16] = 49b40821 T[32] = 8d2a4c8a T[48] = c4ac5665 T[64] = eb86d391

Buéc 5: Xuit két qua

- Sau khi xir Iy hét L khéi 512 bit, ddu ra cta 1an xt 1y tha L 14 gia tri bam 128
bits.
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3.2.2.3. Ung dung

- Chir ki di¢n tur.

- Dung trong cac irng dung bao mat.

- Kiém tra tinh toan ven cta tap tin duoc truyén di.

- Luu trit mat khau.

- Ung dung trong cac phan mém dé dam béo rang tap tin tai vé khong bi 16i.

3.2.3. Ham bam SHA-1
3.2.3.1. Gioi thiéu
SHA [24] (Secure Hash Algorithm hay thuét giai bam an toan) la nam thuat

giai dugc chap nhan bai FIPS dung dé chuyén mot doan dit liéu nhat dinh thanh
mot doan dit liéu co chiéu dai khong ddi v6i xac suat khac biét cao. Nhitng thuat
giai nay duoc goi 1a "an toan" béi vi, theo nguyén vin cua chuan FIPS 180-2 phat

hanh ngay 1 thang 8 ndm 2002.

Niam thuat giai SHA 1a SHA-1 [25] (tra lai két qua dai 160 bit), SHA-224 (tra
lai két qua dai 224 bit), SHA-256 (tra lai két qua dai 256 bit), SHA-384 (tra lai két
qua dai 384 bit), va SHA-512 (tra lai két qua dai 512 bit).

SHA-1 duoc st dung rong rai trong nhiéu tmg dung va giao thirc an ninh khac
nhau, bao gém TLS va SSL, PGP, SSH, SIMIME, va IPSec. SHA-1 duoc coi la
thuat giai thay thé MD5, mot thuat giai bam 128 bit pho bién khac.

3.2.3.2. Gidi thuat

Gom 5 budre
DPAu vao: chudi c6 d6 dai tdi da 2°* bits.
Dau ra: gia tri bam c6 do6 dai 160 bits.
Buwéc 1: nhoi thém dix liéu

- Thoéng di¢p duogc nhdi thém céc bits sao cho d6 dai 1 = 448 mod 512 hayl=n*
512 + 448 (n, | nguyén).


http://vi.wikipedia.org/wiki/H%C3%A0m_b%C4%83m
http://vi.wikipedia.org/wiki/Thu%E1%BA%ADt_to%C3%A1n
http://vi.wikipedia.org/wiki/Thu%E1%BA%ADt_to%C3%A1n
http://vi.wikipedia.org/w/index.php?title=FIPS&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Chu%E1%BA%A9n&action=edit&redlink=1
http://vi.wikipedia.org/wiki/Bit
http://vi.wikipedia.org/wiki/TLS
http://vi.wikipedia.org/wiki/Pretty_Good_Privacy
http://vi.wikipedia.org/wiki/SSH
http://vi.wikipedia.org/w/index.php?title=S/MIME&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=IPSec&action=edit&redlink=1
http://vi.wikipedia.org/wiki/MD5
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Thong diép luén ludn duge nhdi thém dit licu.
S6 bits nhoi thém nam trong khoang 1 dén 512.

Phan dit liéu nhdi thém bao gém mot bit 1 va theo sau la cac bit 0.

Budc 2: thém vao d¢ dai

Do dai cia khdi dir liéu ban dau duoc biéu dién duédi dang nhi phin 64 bit va

dugc thém vao cudi chudi nhi phan két qua cua bude 1.

Do dai duoc biéu dién dudi dang nhi phan 64 bit khong dau.

Két qua co duoc tir 2 bude dau 1a mot khoi dir lidu c6 do dai 1a boi s6 cua 512.
Khdi dir liéu dugc biéu dién:

Bang mot diy L khéi 512 bit Y0, Y1,..., YL-1.

Bing mot day N tir (word) 32 bit MO, M1, MN-1. Vay N = L x 16(32 x 16 =
512)

Budc 3: khéi tao bg dém MD (MD buffer)

Mot bo dém 160 bit duoc dung luu trit cac gia tri bam trung gian va két qua. BO
dém duoc biéu dién bang 5 thanh ghi 32 bit véi cac gia tri khdi tao ¢ dang

bigiendian (byte c6 trong s 16n nhét trong tir nim ¢ dia chi thap nhat) nhu sau:

A =01234567
B =89 AB CD EF
C=FEDCBA98
D=76543210
E=C3D2E1FO0

Cac gia tri nay tuong duong vdi cac tur 32 bit sau:

A =01234567
B =89 AB CD EF
C=FEDCBA98
D=76543210
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E=C3D2E1F0
Buéc 4: xir 1y cac khdi dix liéu 512 bit
- Trong tdm cla giai thudt bao gdm 4 vong lap thuc hién tit ca 80 budc. 4 vong
lap co cAu tric nhu nhau, chi khac nhau & cac ham logic f1, {2, 3, f4.
- MJi vong c6 dau vao gdm khdi 512 bit hién thoi va mot bd dém 160 bit
ABCDE. Céc thao tac sé cap nhat gia tri bo dém.
- MB&i bude sir dung mot hing s6 Kt (0 <t < 79)
Kt=5A827999 (0 <t<19)
Kt =6EDI9EBA1 (20<t<39)
Kt =8FIBBCDC (40 <t<59)
Kt=CA62C1D6 (60 <t<79)

- Dau ra cta 4 vong (budc 80) duoc cong v6i dau ra cua budc CVq dé tao ra

Cvg+l

CV,

y' B gC 0 §E

Ty, K. WO..19]
20 steps

L rH N 3 1] FI':
13, K, W20, 39)
0 steps

A yB gC 4D g

-
.
.

20 steps

" yo 1r £

1. K, WHLT9]
20 steps

C¥gei

Figure 9.5 SHA-1 Processing of a Single 512-bit Block
(SHA-=1 Compression Function)
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Budrc 5: xuat két qua

- Sau khi thao téc trén toan bd L blocks. Két qué ctia khéi thtr L 1a bang bdm 160
bit

3.2.3.3. Ung dung

SHA-1 14 1 phan trong cac ung dung bao mat duoc st dung rong rai trong cac
giao thuc nhu: TLS va SSL, PGP, SSH va IPSEC...

Cac SHA-1 c6 thé duogc st dung véi cac DSA trong thu dién tir, chuyén tién
dién tir, phan phdi phan mém, luu trit dir lidu, va cac ung dung khac can dam bao
tinh toan ven DL va xé4c thuc ngudn gdc DL. Cac SHA-1 ciing c6 thé str dung bat
ctr khi ndo né 1a can thiét dé tao ra 1 phién ban dac cua tin nhén.

Ham SHA-1 con duoc sir dung trén Wii ctia Nintendo dé xac minh chit ky thoi
gian khoi dong.

Cac ham bam SHA dugc ding 1am co s cho ma khéi SHACAL.

3.2.4. So sanh 2 phwong phap ma héa
* Gidng nhau

Ca hai thuat toan MDS5, SHA-1 [27] duoc xem la "da chirc nang". Ching co
thé nhan moi dang dir licu dau vao, tr tin nhin email cho dén hat nhan (kernel) cua
hé diéu hanh, cling nhu tao ra mot dau vén tay s6 duy nhat. Chi thay d6i mot ky tu
bat ky bén trong file dau vao ciing tao ra nhirng dau van tay hoan toan khéac nhau.

MD5 va SHA-1 déu cong thém cac bit “gia” dé tao thanh nhitng khéi chia hét
cho 512 bit, nhung SHA-1 sir dung cting mot ham phi tuyén f cho ca bon vong.

Thuat toan MD5 va SHA-1 déu gom 5 budc 1a: nhoi dir liéu, thém d6 dai, khoi
tao bd dém, xtr 1i cac khdi dit liéu 512 bits, xuat két qua.

Tinh don gian: ca hai déu dugc mé ta don gian va dé dang cai dit trén phan

cung va phan mém.
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* Khac nhau
- Hao ton tai nguyén
- Tbc dd

o Ca hai dua trén phép toan 32 bit, thyc hi¢n tdt trén cac kién trac 32
bit.

o SHA-1 thuc hién nhiéu hon 16 budc va thao tac trén thanh ghi 160 bit

nén tot do thuc hién cham hon.
- D0 an toan (kha ning chdng tan cong)
o Dé tao ra thong di€p co gia tri bam cho trudc, can 2128 thao tac véi
MDS5 va 2160 véi SHA-L.
o Dé tim 2 thong diép c6 clung gi tri bam, can 264 thao tac véi MD5 va

280 v61 SHA-1.

Max
_ ) Block size ) Output size Security
Algorithm | Message size ) Word size ) )
) (bits) (bits) (bits)
(bits)
MD5 < 2% 512 32 128 <64
SHA-1 < 2% 512 32 160 <80
SHA-224 < 2% 512 32 224 112
SHA-256 < 2% 512 32 256 128
SHA-384 < 2178 1024 64 384 192
SHA-512 < 2% 1024 64 512 256

Bing 3.1 - So sanh cac théng sé ciia cdc thudt todn ham bam an toan [24]
3.2.5. Kha ning chéng tin cong
Ham bim mat ma phai c6 kha ning chdng cy cac loai tin cong mat ma, tbi

thiéu phai dam bao c6 3 tinh chat sau:
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Khang tién anh (Pre-image resistance): Vi mot ma bam h bat ky, kho tim
dugc mot thong diép M nao ma h=Hash(M). Diéu nay 1am ching ta lién tudng toi
tinh mét chidu cuia ham sd. Trong gbc do ham sb toan hoc, mi bam 13 anh con thong
diép la tao anh cua ma bam, hay goi la tién anh. Stre khang cu tan cong tur anh
nguoc vé tién anh goi 1a khang tién anh. Mot ham bam c6 khang tién anh yéu 13 15

hong cho céc cudc tan cong ti€n anh.

Khang tién anh tht hai (Second pre-image resistance): Véi mot thong
diép M1 bat ky, kho tim dugc mot thong diép ther hai M2sao cho M1 #
M2 va Hash(M1) = Hash(M2). Xac suét xdy ra bién ¢ c6 thong diép M2 nhu thé
tuong tu bién cd “Cung ngay sinh nhu ban”. Mot ham bam c6 khang tién anh tha

hai y€u 1a 16 hong cho céc cudc tan cong tién anh thur hai.

Khang xung dot (Collision resistance): Kho tim dugc mot cdp thong
diép M1 va M2 sao cho M1 # M2 va Hash(M1) = Hash(M2). Cap nhu thé dugc goi
1a xung d6t bam mat ma. Tinh chat nay doi khi con duoc goi 1a khang xung dot
manh. N6 yéu cau chiéu dai bam it nhat phai dai hon hai lan so voi yéu cau cua

khang tién anh, néu khong xung dot c6 thé xay ra bai mot cudc tin cong Ngay sinh.
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3.2.6. Phuong phap ma hoéa
3.2.6.1. H@ théng thé Mifare

Sector 00 Sector 08

Siock 00 (00)|  Ma wfacirer Slock Block 32 (20)

Bmck-mm ........................................ ek 33 (211

Block 02 (02 Block 34 (22

Black 03 (03) | FFFFFFFFFFFFFFOTE069FFFFFFFFFFFF (Block 35 (23 ) | FFFEFFFEFFFFFFO78068F FFFFFFFFFFF

............... -_,---. oo 00

Block 04 (0 2 {Block 36 (24)

Black 05 (05 SOR {Block 37 (25)

Block 08 (08 {Block 38 (26)

Biock OF T )| FEFEFEFEREFEEFOTROGLFFFEEFFFERFF EEIIDI:R 39 (27 |FFFFFFFFFFFFFFOTE069FFFFFFFFFFFF
Sector 02 Sector 10

Block 08 (087 Block 40 (287

Block 0% (087 Block 41 (287

Block 10 (0A) Block 42 [ 2A)

Block 11 (0B )| FFFFFFFFFFFFFFOTE0ESFFFFFFFFFFFF (Block 43 (2B )| FFFFFFFFFFFFFFOTE069FFFFFFFFFFFF
Sector 03 Sector 11

Block 12 (0C) Block 44 ([ 2C)

Block 13 (0D Block 45 (2D

Block 14 (0E) Block 46 ([ 2E)

Block 15 (0F | FFFFFFFFFFFFFFOTE0ESFFFFFFFFFFFF (Block 47 ( 2F ) | FFFFFFFFFFFFFFOTE069FFFFFFFFFFFF
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Sector 04 Sector 12

Block 16 {10 Block 48 (30

Block 17 {11 Block 48 (31

Block 18 {12 Block 50 (32

Block 19 (130 | FFFFFFFFFFFFFFOTB069FFFFFFFFFFFF (Block 51 (33 ) | FFFFFFFFFFFFFFOTB06IFFFFFFFFFFFF
Sector 05 Sector 13

Block 20 (14 Block 52 (34

Block 21 (15 Block 53 (35

Block 22 (16 Block 54 (36

Block 23 (17

FFFFFFFFFFFFFFOT8069FFFFFFFFFFFF

Block 55 |

37 ) | FFFFFFFFFFFFFFOT8069FFFFFFFFFFFF

Sector 08

Block 24 (18

Block 25 (14

Block 28 (14

Block 27 (1B

FFFFFFFFFEFFFFO78069FFFFFFFFFFFF [B ok 5C

Sector OF

Block 28 (1C)

Block 28 (1D

Block 30 (1E)

Block 31 {1F}

FEFFFEFEFFFFFFOT8069FFFFFFFFFFFF I8 o0 57

- '
B | T
1
1
1
1

Hinh 3.4 — H¢ thong thé RFID [19]

Sector 00

Block 00 (00)

Manufacturer Block

Block 01 (01

(Data Block)

Block 02 (02)

(Data Block)

Block 03 (03)

FFEFFFFFFFFFFFO78069FFFFFFFFFFFF

W
Key A Trailer Config Key B
Trailer Block 0~5 bytes 6~9 bytes 10~15 btes
FFFFFFFFFFFF|FF078069 FFFFFFFFFFFF
Sector 02

Block 08 (08)

(Data Block)

Block 09 (09)

(Data Block)

Block 10 (0A)

(Data Block)

Block 11 (0B )

FFFFFFFFFFFFFFO78069FFFFFFFFFEFF

Trailer Block

B

Trailer Block

i)

Hinh 3.5 — Céu triic thé RFID [19]
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Khoi nha san xuat (Manufacturer Block)

Day 1a khoi dit li¢u dau tién dau ti€n cua hé thong (Block 00), chira dit li¢u cua
nha san xuat. Vi yéu cau cua h¢ thong va an ninh nén nha san xuat s¢ bao vé va

khong cho phép ghi va sao chép khdi nay.
Khoi dir liéu (Data Block)

Tinh tir Sector 01 dén Sector 14, tat ca cac phan gom c6 3 khdi dit lidu 16 byte

danh cho luu trir dir liéu.

Khoi trailer (Trailer Block)

M&i phan c6 mot khéi trailer chira cac diéu kién truy cap cho ca bén khéi cua
phan d6, duoc luu trir khoang 6-9 byte. Nha san khuyén cdo khong nén ghi dir liéu
vao khéi nay.

Quy tic hé thong mé SOYAL

Quy tic hé thong mé SOYAL (SOR) 1a giao thirc ma SOYAL xay dung dua
trén MIFARE® MF1 IC S50, tuan thu tiéu chuan ISO14443A dé cung cip mot giao
dién doc quyén dam bao an ninh cho cac ung dung khac nhau danh cho cac déi tac
ctia Soyal. Trudc khi st dung quy tic hé thong mé SOYAL, ngudi dung dugc yéu
cau phai c6 mdt gidy phép phan phdi ca nhan tir SOYAL.

3.2.6.2. Phuwong phap ma hoa

Sau khi da so sanh 2 phuong phap ma hoéa MD5 va SHA-1 va dua vao bang so
sanh cac thong s6 ciia ham bam. Luan vian chon phuong phap ma héa SHA-1 véi ly
do SHAI xir Iy thong diép dau ra cao hon MD5 (160 bit so v6i 128 bit) va do an
toan cao hon (<80 bit so v&i <64 bit) va c6 thé mo rong phuong phap ma hoa dé cé

do an toan cao hon, vi du: SHA-512.
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* Mo hinh ma héoa dir liéu

Data

(1)——| Encrypt Data (2)——> Data ghi thé (3)—p| Thé

Hinh 3.6 — M6 hinh ma hoa dir li¢u chung

1. Dt liéu dugc ma hoa vai thuat toan SHA1. Sau khi ma hoa b?mg SHA1 du

lidu s& c6 chidu dai c6 dinh 20 bytes. Data duoc tao thanh theo quy tic ndi chudi.

Vi du m3 hoa mat khau: Data = <Key cd dinh><Key ngiu nhién>|<Mat

khau> (Data 1a dit liéu truéc khi ma hoa)

2. Dit liéu sau khi mé héa duoc chia thanh 5 block, mdi block 4 bytes dé ghi
thé.

3. Ghi ting block vao thé cho dén hét 5 block. Tong thoi gian khoang 1 gidy.

* Cach thire ghi dir liéu vao thé RFID
Part No.
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Bing 3.2 — Luong dit ligu bén trong hé thong thé Soyal RFID

Thé bao gdm 64 block. Dir liéu dugc ghi theo quy luat:

- Bo Block 00 - 03 vi Block 00 (Manufacturer Block) va Block 03
(Trailer Block) 1a 2 block ma nha san xuat di khoa khéng cho ghi vao.

- Bit dau ghi tir block thtr 4. Ghi 3 block bo 1 block.

- MBOi block ghi 4 bytes dit liéu, mdi Part gdm 5 block. Téng cong 1a ghi
20 byte dir liéu (Phu hop véi yéu cau dit ra ma hoa SHA1 vé6i dau ra la
160 bit)

- B6 hodc chua sur dung
Part 1 Ghi thong tin sinh vién: ma sinh vién
Part 2 Ghi thong tin mat khau

Part 3 Ghi thong tinh thanh toan: s6 du, ma giao dich cudi



47

* Phwong phap ma hoa

Phuong phap mi hoa duoc thuc hién theo so dd sau:

M > M -

¢ - Compare

£
P
HiM || 5)

LA

Hinh 3.7 — So' @6 ma héa dit liéu [32]

Trong hé théng M = <key cd dinh>|<data>|<key ngau nhién>

Trong message chén thém key c6 dinh va key ngau nhién. Vi dam bao khong
thay d6i dir liéu, téc d6 xir 1y nhanh, do khong can thém budc ma hoa dir licu, va
gidi ma. Dt liéu chi hash va so sanh.

Déi voi ung dung diém danh sinh vién

h=H(M(<Key c6 dinh>|<Key phat sinh ngiu nhié¢n>|<M4 s6 sinh vién>))

Déi voi ung dung thanh toan tai can tin

h=H(M(<Key ¢6 dinh>|<Key phat sinh ngiu nhién>|<S6 du>|<Ma giao

dich cudi>))

Trong do:

M: 13 message tirc thong tin can trao doi gitta hai bén (con goi 1a dir liéu gdc)

H: hash function, st dung SHA1

h: két qua hash, h=H(M)

s: Key c6 dinh va Key phét sinh ngau nhién

Key cb dinh: 1a key str dung chung cho toan h¢ théng, tat ca thé s& duge ma
hoa véi key nay.

Key phit sinh ngiu nhién: key phat sinh ngau nhién, tuong tng véi ting thé,

moi thé ngoai ma hoa vdi key co dinh s€ ma cung véi key phat sinh ngau nhién.
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Ma so sinh vién: ma s6 cua sinh vién, do trudng cung cap.

S0 du: 1a s6 du hién tai cua thé. Sau khi thanh todn hodc nap tién s€ cap nhat
lai s6 du nay.

Ma giao dich cuo6i: 12 ma giao dich cudi cung cua nguoi dung trén hé¢ thong,
sinh ra sau khi thanh todn hoac nap tién, ma giao dich do h¢ thong thanh toan sinh

ra.
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CHUONG 4: XAY DUNG HE THONG
4.1. Yéu ciu hé thong

Véi myc tiéu dat ra ban dau, ngoai viéc nghién ciru nhitng phwong phap dé ma
hoa dir liéu trén thé. Lun vin con tap trung xdy dung 2 tng dung 1a diém danh sinh

vién va thanh toan tai can tin.

4.1.1. M0 hinh h¢ thang

Phong hoc 1 Phéong hoc 2
g ho ® - gno [} -
T = T =
Sinh vién RFI Sinh vién RFID
v
* t
Tablet ‘ Tablet ‘
Acc point Acc point
L ] L ] L4
|
o | o

Switch trung tam Quan tri

T =

Quan tri aAD

¥

\
A
\
*

Switch

Hinh 4.1 — Mé hinh hé thong

4.1.2. Yéu cau chitc ning
4.1.2.1. Chirc niang cho sinh vién

Piém danh tai phong hoc

Thuc hién thanh toan tai can tin

Pbi mat khiu

Kiém tra thong tin tai khoan
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4.1.2.2. Chirc nang cho Quén tri
Phat hanh thé

Cap nhat thé

- Huy thé

Bao cao diém danh
- Thém, cap nhat, x6a mon an
- Thém, cap nhat, x6a danh myc moén an

4.1.2.3. Chirc ning cho ké toan

- Nap tién vao tai khoan

4.1.3. Y&u cau phi chirc ning

Bao mat (Security): Dit liéu trén thé dugc hash ddm bao tinh toan ven

cta dit liéu, chéng thay doi dir liéu trén thé.

- Hiéu suét (Performance): Thoi gian thyc hién diém danh 1 gidy, thanh
toan la 3 giay.

- Tinh sin sang (Availability): Hoat dong 24/ 24

- Tién dung (Usability) : Dé sir dung, s6 luong thao téc it.



4.2. Thiét ké dir liéu

4.2.1. So do dir ligu
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AccountlD

AccountName
AccountEmail
AccountPhone
AccountFullName
AccountType

Password

DanhMucID

Name

Status

4.2.2.

DiemDanhID ;n- StudentID =
StudentID 30— — FullName
CreateDate StudentEmail
UpdateTime StudentCode
SynciD CardID

Image

MonID CardiD
Name CardNumber
Gia RandomPassword

Loai

Status

Status

StudentID

CreateDate

LastUpdate

Balance

Hinh 4.2 — So d6 di¥ liéu

M6 ta di liéu

e

TransactionID

StudentID

CardID

Value

Balance

CreateDate

Type

Bang Account : luu thong tin tai khoan, dung dé dang nhap website, phan mém

Admin, POS.
Tén cjt Kiéu dir liéu | M0 ta
AccountID bigint ID tai khoan, ty dong tang
tén tai khoan, dung dé ding nhap web, POS,
AccountName varchar(100) | Admin
AccountEmail varchar(100) | Email tai khoan
AccountPhone varchar(100) | sb dién thoai
AccountFullName | nvarchar(100) | Tén day du
AccountType int Loai tai khoan
Password varchar(100) | Mat khau




Béang Card : luu thong tin thé

Kiéu dir
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i

Tén cit li€u
CardID bigint ID cua thé, tu tang khi insert

S thé, s6 nay do nha san xuat quy dinh, khong thay
CardNumber varchar(100) | doi dugc
RandomPassword | varchar(100) | Mat khau ngau nhién cho tig thé. Dang guid.
Status int Tinh trang thé
StudentID bigint ID sinh vién twong rng cua thé.
CreateDate datetime Ngay tao thong tin sinh vién

Thoi gian cép nhat thong tin sinh vién, luu lan cudi
LastUpdate datetime cung.
Balance int S6 du the

Bang DiemDanh: luyu thong tin diém danh cta sinh vién.

DiemDanhID | int tu ting moi lan insert

CreateDate datetime | Ngay gio diém danh

StudentID binary(8) | ID cua sinh vién

UpdateTime datetime Ngay gio cap nhat thong tin

SynclD int ID dong bo, id nay do thiét bi (tablet) sinh

Bang DanhMuc: luru thong tin danh myc mén dn (thé hién trén may POS).

Tén cot

 Kibu dir litu Mo ta

DanhMuclD int ID danh muc, tu tang khi insert
Name nvarchar(100) | Tén danh muc san pham
Status int Tinh trang danh muc

Bang Mon: luu thong tin moén n (thé hién trén may POS)

Tén cot

 Kibu dir litu Mo ta

MonlD Int ID mon an, tu tang khi insert
Name nvarchar(100) | Tén moén an

Gia int Gia mon an

Loai int Loai (danh muc) moén an
Status int Tinh trang moén an

Béang Student: luu thong tin sinh vién

Tén cot Kiéu dir licu Mo ta

StudentID

bigint

ID sinh vién, ty dong tang khi insert

FullName

nvarchar(100)

Tén day du cua sinh vién
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StudentEmail | varchar(100) | Email sinh vién
StudentCode | varchar(100) | Ma sinh vién

CardID bigint ID th¢ sinh vién

Image text Hinh anh suda sinh vién

Béang Transaction : luu thong tin thanh toan

TransactionID | int Ma giao dich, tu tang khi insert
CardID int ID thé sinh vién

StudentID int ID cua sinh vién

Value int Gia tri giao dich

Balance int S6 du sau khi giao dich

CreateDate datetime Ngay tao giao dich.

Type int Loai giao dich ( nap tién/ thanh toan)

4.3. M6 hinh thuc hién
4.3.1. Ghi thong tin vao thé

@
4)
Quan trj admin afplication
" \ (5)
R ©
——————
RFID writer

Hinh 4.3 — M6 hinh ghi thong tin vao thé
Mo hinh hoat dong nhu sau:
(1). Quan tri tap thé 1én thiét bj ghi va kiém tra ma s thé
(2). Nhap thong tin Sinh vién can ghi thé: bao gdbm MSSV + Ho tén + M 16p,....

(3). Phét sinh ra key ngau nhién 6 ky tw (mdi thé phét sinh mot key) va ghi thong tin
thé vao Database (DB)
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(4). Chuong trinh mé héa thong tin bang thuat toan hash SHA1. Gém céc thong tin
(<Key cb dinh>|<key ngiu nhién>|<MSSV>).

(5). Luu thong tin ma sb thé twong tng voi thong tin Sinh vién va cap nhat thé da

phat hanh.

4.3.2. Ghi thong tin nap tién

@
w (4) , - 3) N
[
Thu ngan Admin agplication DB
e @
-———

RFID writer
Hinh 4.5 — Mé hinh ghi thong tin nap tién
M6 hinh hoat dong nhu sau:
(1). Thu ngén tap thé vao thiét bi.

(2). Thiét bi doc doc cac thong tin trén thé va ditr liéu da dugc ma hoa theo thuat
toan SHA1(<Key c6 dinh>|<key phét sinh ngiu nhién><MSSV>) truyén vé tng
dung. Ung dung sé& kiém tra thong tin trong co s& dit liéu tuong tmg véi ma thé co

ton tai trong co so dir liéu cua tmg dung khong?
Néu c6, hién thi thong tin Sinh vién 1én man hinh va qua budc 3.
Néu khong, hién thi thong bao thit bai. Két thuc qua trinh.

(3). Ung dung doc thong tin dit liéu s6 du ma héa. Sau d6 so sanh véi dir liéu trong
co so dit liéu bang thuat toan SHA1(<Key cb dinh>|<key ngau nhién>|<sd du>|<ma

giao dich cudi>). Néu khdp, hién so du 1én man hinh.

(4). Thu ngan nhap sd tién can nap. Ung dung phét sinh ma giao dich, sau d6 ghi

vao co s¢ dit li€u va ghi vao thé.
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4.3.3. DPiém danh sinh vién

ﬁ (1) =ﬁ @) =| -/,/i.._ @ _,E

Tahlet DB

Sinh vién RFID reader

Hinh 4.4 — Mé hinh diém danh sinh vién

M6 hinh hoat dong nhu sau:
(1). Sinh vién tap thé vao thiét bj doc
(2). Thiét bi doc doc céac thong tin sb thé va dit liéu da dugc ma hoa theo thuat toan
SHA1 (<Key cd dinh>|<key phat sinh ngiu nhién>]<MSSV>) truyén vé tablet.
Tablet s& kiém tra thong tin trong co so dit liéu twong Gmg voi mi thé co ton tai
trong co s¢ dit liéu cua tablet khong?

Néu c6, hién thi trén tablet cac thong tin nhu: MSSV, Ho tén, thoi gian diém
danh, ...

Néu khong, thi hién thi thong bao thé khong ton tai trén man hinh tablet.
(3). Sinh vién kiém tra thong tin diém danh trén man hinh tablet.
(4). Pinh ky tablet va server s& dong bo dit liéu voi nhau, tablet truyén thong tin

diém danh vé server, server truyén thong tin thé vé tablet.
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4.3.4. Thanh toan

@
©) R B @ ,
| ) ;
Sinh wién Admin afplication DB
25
L @
- —
RFID writer

Hinh 4.6 — M6 hinh thanh toan

M6 hinh hoat dong nhu sau:
(1). Sau khi chon mén, sinh vién tap thé vao thiét bi.
(2). Thiét bi doc doc céac thong tin sb thé va dit liéu da dugc ma hoa theo thuat toan
SHA1 (<Key cb dinh>|<key phat sinh ngiu nhién><MSSV>) truyén vé tmg dung.
Ung dung s& kiém tra thong tin trong co s& dit liéu twong tng v6i ma thé c¢6 ton tai
trong co s& dir li¢u cua ting dung khong?

Néu co, hién thi cac thong tin cua Sinh vién 1én man hinh va qua budc 3.

Néu khong thi hién thi thong bao that, két thic qua trinh.
(3). Sinh vién nhap password vao man hinh. Ung dung doc thong tin password da
mi héa va ma hoa password sinh vién vira nhap theo thuat toan SHA1(<key ¢
dinh>|<key ngau nhién>|<password>), néu khép sang budc 4, khong khop két thuc
qua trinh.
(4). Ung dung doc thong tin dit liéu sé du ma hoa. Sau d6 so sanh véi dit liéu trong
co so dit liéu. Néu khdp, thi kiém tra sé du so v6i s6 tién thanh toan, néu sb du < sd
tién thanh toan thi két thic qua trinh, néu di sang bude 5.
(5). Ung dung trir tién trong thé va phat sinh mé giao dich sau d6 ghi vao co so dir
liéu va ghi vao thé thong tin ma hoa SHA1(<Key cb dinh>|<key ngiu nhién>|<sb

du>|<ma giao dich cudi>).
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4.4. Méi trwong cai dit va cac cong nghé sir dung

Moi trudng cai dit hé thong: hé diéu hanh Windows 7, hé diéu hanh Android
4.0 trd 1én.

Ngon ngit 1ap trinh: C# [29,33], Java [30]

Cong cu ho tro 1ap trinh: Visual Studio 2010 [34], SQL Server Management
Studio, Android Studio (phu luc 1)

Database: MS SQL 2008
Thiét bi:
- Céc thiét bi cia Soyal: th¢ RFID, dau doc Mifare AR-721H, dau ghi
Mifare AR-737P 13.56 MHz

- Tablet 7 inch

- Router Wireless
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CHUONG 5: KET QUA PAT PUQC
5.1. Giao dién thiét ké
5.1.1. Giao dién quan tri thé
* Man hinh ddng nhép admin

- Tén dang nhap: admin

- Mat khéau: 123456

-

"
#  Bang nhip i u

Tén dang nhap

admin

Mat khau

| EEEEREEEE

Bang nhap

Hinh 5.1 — Giao dié¢n diang nhéap

Man hinh Quan tri thé sau khi ding nhap, gdm 2 chtrc nang chinh:

Quin 1y thé: gdm céc chirc nang Phat hanh thé; Cap nhat thong tin thé va Huy thé

Phat hanh the
Cap nhét thdng tin thé
Hiry thé

Exit

Hinh 5.2 — Giao dién quan tri thé
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Phat hanh thé

[ | — e ———— | |
1" Quan tr the = > |

Quan Iy the K& toan

Phat hanh thé

coms | Kémumme

M3 thé 052056184138
M3 lgp CD13TT1
Ho Tén CAC TRAN THAT ANH
M3 sé& Sinh Vién 12517700016
Email Sinh Vién anh@tdc.edu.vn
-
5

Phat hanh thé thanh céng

Hinh 5.3 — Giao di¢n phdt hanh thé
Quy trinh thyc hién
Budc 1: Tap thé vao dau ghi Mifare AR-737P
Budc 2: Click chon Kiém tra thé - Hién thi ma thé
Buée 3: Pién dﬁy du céc thong tin: Ho tén; Ma s6 sinh vién; M3 16p; Chon anh

Budc 4: Click vao Ghi thé = Hién thong bao Phat hanh thé thanh cong.
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Cdap nhdt thong tin the

11 Quan tri thé = | = e

Quan Iy thé  KEtodn
Céap nhat thdng tin thé

COM6 v[ Kiém tra thé Chon &nh

M5 thé 052056184138
M3 Iop CD13TT1
Ho Tén CAQ TRAN THAI ANH
M5 56 Sinh Vién 1251TT00017
Email Sinh Vién anh@tdc.eduwvn
Reset mat khau I Cap nhat ]
e \

Cép nhat thé thanh céng.

Hinh 5.4 — Giao dién cdp nhit thong tin thé
Quy trinh thyuc hién
Budc 1: Tap thé vao dau ghi Mifare AR-737P
Budc 2: Click chon Kiém tra thé = Hién thi cac thong tin da ghi trong thé
Budc 3: Chinh stra cac thong tin bi sai

Budc 4: Click vao Cap nhat - Hién thong bao Cap nhat thé thanh cong.
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Huy the

17 Quan tri thé = | = b4

Quan Iy thé K& todn

Huy thé

COM6 V[ Ki€m tra thé

M3 thé 052056184138

Ma lap CD13TT1

Ho Tén CAO TRAN THAL ANH

M3 s Sinh Vién 1251TT00016

Email Sinh Vién anh@tdc.eduvn

Huay
Huy thé thanh céng.
'
Hinh 5.5 — Giao dién hiiy thé

Quy trinh thyuc hién

Budc 1: Tap thé vao dau ghi Mifare AR-737P
Budc 2: Click chon Kiém tra thé = Hién thi cac thong tin da ghi trong thé
Budc 3: Click vao Huy = Hién thong bao Huy thé thanh cong

Budc 4: Kiém tra lai thé xem hily thanh cong hay khong? Click chon Kiém tra thé
- Hién thi thong bao Thé chua ton tai.
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"W Quin tri the " e (=B %]
Quan ljthé K& todn
Hay thé
[COME 'l Ki€m tra thé
M3 the 052056184138
M3 ldp | ‘
Ho Tén | ‘
M3 s& Sinh Vién | ‘
Email Sinh Vién | ‘
Hiy | i

[N

Thé chua tén tai

K& todn: gom chirc nang nap tién

Cudn Iy thé
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Nap tién

™ ownvite: ™M B =

Nl Ine =il

Quan ly thé Ké&toan

Nap tién
‘COMG v |Kié’m tra thé
M3 thé 052056255012
Ho Tén Cao Trén Théi Anh
S6 du hién tai 1,000,000

| SG tign can nap

===

Nap ti€n thanh cong

oK

Hinh 5.6 — Giao di¢n nap tién

Quy trinh thyc hién
Budc 1: Tap thé vao dau ghi Mifare AR-737P

Budc 2: Click chon Kiém tra thé > Hién thi cac thong tin di ghi trong thé
Budc 3: Nhap s6 tién can nap = Hién thong bao Huy thé thanh cong
Budc 4: Click chon Nap tién = Hién thi thong bao Nap tién thanh cong

5.1.2. Giao dién diém danh sinh vién

Pé thuc hién md hinh nay can cac thiét bi sau:
- Pau doc Mifare AR-721H
- Wireless Router

- Tablet va tmg dung Adroid Piém danh sinh vién
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Quy trinh thyuc hién
Budc 1: Thiét 1ap va khai cac thong tin dé 3 thiét bi ndy nhan nhau thong qua dia
chi IP (bude nay nguoi dung khong phai thuc hién)

Budc 2: Tap thé RFID di dugc phat hanh vao Pau doc Mifare AR-721H > Hién
thdng tin sinh vién trén tablet

& [ A

Diém danh Sinh Vién

2015-06-11 08:23:58

052056184138

1251TT00015

CAO TRAN THAI ANH

CD12TT5

Hinh 5.7 — Giao dién diém danh

Ghi chl: M6 hinh nay c6 thé st dung offline, thong tin thé s& luu tai tablet

5.1.3. Giao dién thanh toan bang thé tai ciin tin
* Man hinh ding nhap POS (Hé thong thanh toan tai cin tin)

- Tén dang nhap: admin

- Mat khau: 123456
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.
#  Bang nhip

)

Tén dang nhap
adrmin

Mat khau

EEEREEER

Bang nhap

Man hinh POS sau khi dang nhap, gdm 2 chic ning chinh: Thanh todn va xem

~ . 5
Thong tin tai khoan
Chon nhém Chon moén s
Hdéa don
Diém tam Tén Gi&  Slugng Don gid
Mon man
Nuoc uong
An vat
Thanh tién
2015-05-10 13:13:50
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Thanh toan

Chon nhém Chon moén .
Hoa don
. Tritng Opla Banh mi thit
Diem tam 10,000 10,000 Tén Gia S.lugng Pon gia
iR Pha Pha 20,000 1 20,000 | - ‘
EITED 15,000 20,000
Nuoc uong
An vat
Thanh tién 20,000
I Chon lai ‘ I Thanh toan ‘

Théng tin tai khoan

Hinh 5.8 — Giao dién thanh todn

2015-05-10 13:14:58

Quy trinh thyuc hién
Budc 1: Tap thé vao dau ghi Mifare AR-737P

Budc 2: Click Chon nhém = Hién thi cac mon an
Budc 3: Chon mén an - Hién thong tin trong muc Hoa don

Budc 4: Click chon Thanh toan - Hién bang nhap Mat khau va nhap mat khau mac
dinh khi phat hanh thé 1a: 123456
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Nhap mat khau

Eo o o Xéa ‘

1 2 3
4 5 6
7 8 o
0 Tiép tuc

Budec 5: Click vao Tiép tuc = Hién thi thong tin tai khoan va s6 tién can thanh toan

Sé the 052056255012
Sé du 1,000,000
Ho tén Cao Tran Thai Anh
Thanh toan 20,000
Huay H Thuc hién

Budc 6: Click vao Thyc hién - Hién thi théng bao Thanh toan thanh cong va dong
thot in hoa don thanh toan.



Chon nhém

Diém tam

Moén man

Nuoc uong

An vat

2015-05-10 13:24:17
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Chon moén

Thanh toan thanh cong

Hoa don

Tén Gia S.Llugng Pon gia

Phe 20,000 1 20,000 B

Thanh tién 20,000

| Chon lai l | Thanh toan ‘

Théng tin tai khoan

Budc 7: Click chon OK = Két thiic qua trinh giao dich
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Thong tin tai khoan

Quy trinh thyc hién
Budc 1: Tap thé vao dau ghi Mifare AR-737P

Budc 2: Click chon Thanh toan - Hién bang nhap Mat khau va nhap mat khau mac
dinh khi phat hanh thé 1a: 123456

Nh&p mat khau

1 2 3
4 5 6
7 8 9
0 Tiép tuc

Budc 3: Click vao Tiép tuc = Hién thi thong tin tai khoan

Thong tin tai khoan

S6 the 052056255012

Ho tén Cao Tran Thai Anh
M3 Sinh vien 1251TT00013

S6 du 980,000

Péimatkhiu | Thoat
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Doéi mdt khdu: Bét budc phai thue hién

Quy trinh thyc hién
Budc 1: Tap thé vao dau ghi Mifare AR-737P

Budc 2: Click chon Thanh toan - Hién bang nhap Mat khau va nhap mat khau mac
dinh khi phat hanh thé 1a: 123456

Nhap mat khau

o Xéa ‘

1 2 3
4 5 6
7 3 9
0 Tiép tuc

Budc 3: Click vao Tiép tuc = Hién thi thong tin tai khoan

Thong tin tai khoan

S6 the 052056255012
Ho tén Cao Tran Thai Anh

Ma Sinh vién 1251TT00013

S6 du 980,000
D6imatkhsu | Thoat

Budc 4: Click vao Doi mat khau - Hién thi bang Nhap mat khau moi
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Nhap mat khau mdi

wdkkwhn Xéa

1 2 3
4 5 6
7 8 9
0 Tiép tuc

Buéc 5: Nhap mat khau = click vao Tiép tuc » Nhap mat khau lan 2 - click vao
Tiép tuc > Hién thj thong bao Poi mat khau thanh cong

Thong tin tai khoan

S6 the 052056255012
) |

Ho tén o Bi Anh

M3 Sinh vi 3

S6 du

Péimatkhdu = Thoat

Budc 6: Click vao OK = Két thuc qua trinh d6i mat khau

5.2. Trién khai

Hé thong dang dugc trién khai tai cic co quan va doanh nghiép sau:

Truong Cao dang Cong nghé Thu Pirc
Cong ty TNHH Cong nghiép Vinh Hién
Cong ty TNHH In Bao bi Ngan Ha

Cong ty TNHH Grace International
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5.3. Thir nghiém hé théng
Sau khoang thoi gian 2 thang thur nghiép tai cac co quan va doanh nghiép, c6
khoang 250 thé RFID dugc tao méi.

Theo nhdn xét clia cic co quan va doanh nghiép thi hé thong diém danh sinh
vién va thanh toan bang thé tai cin tin déu cho két qua kha tét va nhan dugc danh

gia cao (Phiéu khao sat - phy luc 2)

5.4. Két qua dat dwoc va huéng phat trién

Tir chuong 1 dén chuong 3, luan vin da trinh bay toan bo cac tim hiéu cia toi
vé hé théng thé RFID noi chung va hé thong thé Mifare, dau doc Mifare va dau ghi
Mifare ctia nha san xuit Soyal. Cac chuong dau lan luot trinh bay 1y do tai sao dé
tai dugc chon dé thuc hién, cac nghién ctru da co6 lién quan dén hé théng thiét bi
Mifare ctia Soyal, chuong 3 trinh bay vé phuong phap ma héa dir liéu va mé hinh
thuc hién phuong phap mi hoa trén thé RFID, chuong 4 va chuong 5 trinh bay phan
thyc hién thyc nghiém cta dé tai: xay dung ung dung diém danh sinh vién va ung
dung thanh toan bang thé tai cin tin; Trién khai va danh gia hé thng tai cac co quan
va doanh nghiép. Noi dung trinh bay bam sat muc tiéu dé ra ban dau cua luan vin
“Bzo mat dir liéu trén thé RFID - Ung dung diém danh va thanh toan”.
5.4.1. Két qua dat dwoc

- Ung dung thanh cong thuit toan bam SHA 1 nhim m& hda va bao mat duoc

dir lidu trén thé RFID dé: bao mat thong tin, chong thay d6i, chéng copy.

- Xay dung thanh cong 2 uing dung diém danh va thanh toan tai cin tin bang
thé RFID.

- Ung dung c6 kha niang xir 1y ty dong viéc diém danh sinh vién va tao sy
tién loi trong viéc thanh toan cua nguoi dung khi str dung céc dich vu tai
can tin.

- Hiéu suit (Performance): Thoi gian thue hién diém danh 1 gidy, thanh toan
khoang 3 gidy (da thyc hién bang phuong phép thi cong 1a do bang dong
ho trong qua trinh thir nghiép hé théng).
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- Tinh sin sang (Availability): Hoat dong 24/ 24, hé thdng str dung offline.
- Tién dung (Usability): Dé str dung, s6 luong thao tac it.
- Ung dung duoc trién khai thuc té va dugc danh gia cao.
Pénh gia chung: véi nhitng két qua dat duoc nhu trén, hé théng RFID gom 2
tmg dung 1a diém danh va thanh toan tai cin tin bang thé RFID déap ung duoc
yéu cau dit ra ban dau.
5.4.2. Hwéng phat trién
- Két hop nhiéu phuong phép bao mat dit lidu trén thé RFID.
- Cai thién thoi gian doc dit liéu giita dau doc, dau ghi va thé RFID.
- Tang téc d6 xur 1y thuat toan.
- Pé tai con c6 thé mo rong va phat trién theo cac hudng tng dung sau:
o Thé giir xe.
o Thé thu vién.
o Théra/vao truong.
5.5. Két luan
Toan bd ndi dung trinh bay trong luan vin 1a két qua qua trinh nghién ctru, tim
hiéu cua t6i. Cac két qua trinh bay trong 5.4.1 1a két qua trong qué trinh lam viéc,
tim hiéu, hoc hoi ctia toi. Phan huéng phat trién trinh bay trong 5.4.2 1a van dé
chung t6i ap U va mong mudn thuc hién duoc trong thdi gian téi nham giup cho con
ngudi cé thé giam sat, quan 1y d& dang hon, it mac 15i, ton it thoi gian, giam thiéu

nhan lyc quan Iy va bao vé dir li€u cua nguodi st dung thé.
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Phu luc

Phy lyc 1 — Giéi thiéu vé Android
1.  Giéi thiéu vé Android

Android [28] 12 mot hé diéu hanh dua trén nén tang Linux duoc thiét ké danh
cho cac thiét bj di dong c6 man hinh cam tng nhu dién thoai thong minh va may
tinh bang. Android ra mat vao nam 2007, chiéc dién thoai dau tién chay Android
dugc ban vao thang 10 nam 2008.
2. Kién triic h¢ diéu hanh Android

Hé diéu hanh android c6 4 tang tir dudi l1én trén 1 ting hat nhan Linux
(phién ban 2.6) ting Libraries & Andriond runtime, ting Application Framework va
trén cung 1a ting Application.

APPLICATIONS

ANDNOID RUNTIME

R
Mok e

LINUX KERNEL

2.1. Tang hat nhin Linux (Linux Kernel layer)

Hé diéu hanh android duoc phat trién dua trén hat nhan linux, cu thé 1a hat
nhan linux phién ban 2.6. diéu d6 duogc thé hién ¢ 16p dudi cing nay. Tat ca moi
hoat dong cua dién thoai mudn thi hanh duge thi déu duge thuc hién & mirc céip théip
bao gdm: quan 1y bo nhé (memory management), giao tiép v6i phan cting (driver

model), thyc hién bao mat (security), quan 1y tién trinh (process).


http://vi.wikipedia.org/w/index.php?title=H%E1%BB%87_%C4%91i%E1%BB%81u_h%C3%A0nh_di_%C4%91%E1%BB%99ng&action=edit&redlink=1
http://vi.wikipedia.org/wiki/Linux
http://vi.wikipedia.org/wiki/M%C3%A0n_h%C3%ACnh_c%E1%BA%A3m_%E1%BB%A9ng
http://vi.wikipedia.org/wiki/%C4%90i%E1%BB%87n_tho%E1%BA%A1i_th%C3%B4ng_minh
http://vi.wikipedia.org/wiki/M%C3%A1y_t%C3%ADnh_b%E1%BA%A3ng
http://vi.wikipedia.org/wiki/M%C3%A1y_t%C3%ADnh_b%E1%BA%A3ng

Tuy dugc phat trién dwa vao nhan linux nhung thuc ra nhan linux da duogc
nang cap va stra d6i rat nhiéu dé phu hop véi tinh chét cua thiét bi cAm tay nhu han
ché vé bo vi xr Iy, dung lugng bd nhé, kich thude man hinh, nhu cau két ndi mang
khong day.

2.2.  Tang Libraries va Android runtime

Phan Libraries: phan nay c6 nhiéu thu vién dugc viét bang C/C++ dé cac
phén mém c6 thé st dung, c4c thu vién d6 dugc tap hop thanh 1 nhém nhu:

> Thu vién hé théng (System C library): thu vién dua trén chuan C, duoc

st dung chi boi hé diéu hanh

> Thu vién Media (Media Libraries): c¢6 nhiéu code dé hd tro viéc phéat va

ghi céac loai dinh dang 4m thanh, hinh anh, video thong dung.

> Thu vién web (LibWebCore): day 14 thanh phan dé xem noi dung trén

web, dugc st dung dé xay dung phan mém duyét web ciing nhu dé cac
tmg dung khac c6 thé nhiing vao. Hb tro nhiéu céng nghé manh mé nhu
HTMLS. JavaScript, CSS, DOM, Ajax...
» Thu vién SQLite: 1a hé co so dir liéu dé cac ung dung co thé sur dung.
2.3.  Phén Android runtime

Phén nay chuc cac thu vién ma mot chuong trinh viét bang ngdn ngit Java co
thé hoat dong. Phan nay c6 hai b phan twong tu nhu mo hinh chay Java trén may
tinh thudng. Thtr nhat 14 cac thu vién 18i (Core lybrary), chira cac 16p nhu Java Jo,
Collection, File Access. Thir hai 1a mdt may do Java (Dalvik Virtual Machine). Mac
du cling duge viét boi ngon nhir Java nhung mot s6 tng dung Java cia hé diéu hanh
android khong chay bang JRE cta Sun (nay 1a Oracle) ma 1a chay bang may ao
Dalvik do Google phat trién.

2.4.  Tang Application Framework

Tang nay xay dung cong cu - cac phan tir & mirc cao dé lap trinh vién cé thé
nhanh chéng xay dung ung dung. N6 duoc viét bang Java, c6 kha ning sir dung
chung dé tiét kiém tai nguyén.

2.5. Téng Application



Day 1a 16p tung dung giao tiép voi ngudi dung, bao gdm cac tng dung nhu:

Céc tng dung co ban, dugc cai dat di lién vé6i hé diéu hanh 1a goi di¢n thoai,

quan 1y danh ba, duyét web, nhin tin, lich lam viéc, ban d6, quay phim chup anh,...

Céc ung dung dugc cai thém nhu cac phan mém tir dién, tro choi,...

Céc phan mém c6 dic diém 13 viét bang Java, phin mé rong 1a apk.
3. Android Studio
3.1. Giéi thiéu

Android Studio [31], moi truong 1ap trinh phat trién ing dung méi vira dugc

gid1 thiéu tai Google I/0 2013. Dya trén “Intellil] IDEA Community Edition”, cong

cu nay hoat dong giong WYSIWYG, cho phép 1ap trinh vién tao ing dung, d& dang

thue hién cac thay doi va xem trude trong thoi gian thuc, dong thoi cling ¢6 kha

nang tang toc san pham, thiét ké giao dién dep hon trudc. Pic biét 1a tiéng Viét

ciing duge hd tro trong Android Studio.

3.2. Céc dic diém

>

Puoc xay dung dua trén Intelli] IDEA Community Edition, Java IDE pho
bién cua JetBrains.

Hé thong xay dung dua trén Gradle linh dong

Tao 1ap nhiéu phuong an va Multiple AP cho cac API Levels khac nhau
H6 trg temple dugc mo rong cho cac dich vu ciia Google va cac thiét bi
khac nhau.

Bién tap layout phong phu hd tro chinh sira theme

Cong cu lint dé bat hi¢u suat, kha nang sir dung, phién ban tuong thich va
cac van dé lién quan khéc.

Béo v¢ chuyén nghi¢p ProGuard va kha nang tao sign app.

Hb tro Build-in cho nén tang ddm mdy cta Google, tir d6 ¢ thé d& dang

tich hop Google Cloud Messaging va App Engine.



3.3. Cac phién ban android
Phan 16n cac thiét bi Android cho t6i nay van chay hé diéu hanh phién ban
4.1.x Jelly Bean dugc phat hanh ngay 9 thang 7 ndm 2012 nho tinh 6n dinh va hd

trg tot cac may c6 cau hinh thap.

Phién ban # Tén ma 4| Ngay phathanh ¢ | Cdp APl ¢ Phan bé (20 thang 7 nam 2014) &
5.0 Lollipop thang 7 nam 2014 20 Danh cho ngurdi phat hanh

4.4 Kitkat thang 10 nam 2013 19 17.9%
4.3 Jelly Bean | 25 thang 7 nam 2013 18 10,5%
4.2.x Jelly Bean | 13 thang 11 nam 2012 17 18.8%
4.1.x Jelly Bean 9 thang 7 nam 2012 16 25,2%
4.0.x lce Cream Sandwich | 16 thang 12 nam 2011 15 11,4%
3.2 Honeycomb | 15 thang 7 nam 2011 13 0%

3.1 Honeycomb | 10 thang 5 nam 2011 12 0%
2.3.3-2.3.7 Gingerbread 9 thang 2 nam 2011 10 13%
2,3-2.3.2 Gingerbread | 6 thang 12 nam 2010 9 0.5%
2.2 Froyo| 20 thang 5 nam 2010 3 0.7%
2.0-21 Ecfair | 26 thang 10 nam 2009 7 0%
1.6 Donut | 15 thang 9 nam 2009 4 0%



Phu luc 2: Phiéu khao sat

CONG HOA XA HOI CHU NGHIA VIET NAM

DPoc 1ap — Tw do — Hanh phuc

PHIEU KHAO SAT

Xin chan thanh cam on Quy Co quan/Doanh nghiép di déng ¥ cho t6i thir nghiém 2
mg dung quan 1y Sinh vién va Thanh toan tai Can tin. Toi rat cam kich néu Co
quan/Doanh nghiép danh mot chit thoi gian dé nhan xét, danh gia vé 2 ung dung
theo mau duéi ddy. Nhitng dong gép quy bau ctia Co quan/Doanh nghiép s& gitp

t6i hoan thién va bo sung thém nhiing tinh ning cua 2 tng dung nay trong tuong lai.

Tran trong!

Tén Co quan/Doanh NZhiP: ......coiviiiiiiiii e
8 1 I o] 4| PSSR

NOI DUNG PANH GIA

Co quan/Doanh nghiép danh gia thé nao vé tinh hitu ich ctia 2 tng dung?

1= Chang c6 ich gi, 5= Rat hitu ich

1

2

3

4

5

Chang c6 ich gi

RAt hitu ich

Co quan/Doanh nghiép danh gia thé nao vé toc d6 xir 1y dir liéu cta 2 tng dung?

1= R4t t&, 5= Rat tit

2

3

4

Rat té

RAt tot




Nhitng tinh ndng nao cta 2 rng dung ma Co quan/Doanh nghiép ung y?

0 Bao mat dir liéu trén thé

O Thanh toan qua thé

O Piém danh/Cham cong offline

O Thanh toan offline

EI Y KIEN KRACT covvvvvovicoriiii st

Co quan/Doanh nghiép da ting st dung hé théng quéan 1y nao dudi day

O Piém danh/Chim cong bing cong nghé vén tay

O Piém danh/Chim cong/Thanh toan st dung cong nghé RFID

O Piém danh/Chim c6ng/Thanh toan st dung cong nghé NFC

O Nhitng cOng nZhe KNAC: .....ccviiiiiiiiiiiieieeee e
O Chua ting st dung

Co quan/Doanh nghiép c6 mubn lip dit va st dung 2 tng dung nay trong tuong lai?
O Co

O Khong

Céc y kién gop y khac

Dai dién Co quan/Doanh nghié¢p



