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Introduction - 1/3

1 Wireless Networks

1 Infrastructured Network
Cellular Network (3GPP or 3GPP2)
Wireless LAN (IEEE 802.11)

1 Infrastructureless Network
Ad Hoc Network

1 Ad Hoc Network

1 Definition

Temporary network composed of mobile nodes without preexisting
communication infrastructure, such as Access Point (AP) and Base
Station (BS).

§ Each node plays the role of router for multi-hop routing.
1 Application

War-field communication, Emergency recovery, Sensor networking,
Home-networking, Video-conferencing etc.



Wireless Networks




Introduction - 2/3

1 Issues iIn MANET

1 Ad Hoc Unicast Routing

1 Ad Hoc Multicast/Broadcast Routing
1 Power Saving

1 Global Connectivity for MANET

1 Addressing & DNS Service

1 Automatic Support of Networking in MANET
MANET Autoconfiguration



Ad Hoc Unicast Routing Protocols

Ad Hoc routing protocols

Table-driven Demand-driven

(Proactive) (Reactive) Hyt|)rid

DSDV OLSR TBRPF AODV DSR LMR ABR ZRP

CGSR TORA SSR



Introduction - 3/3

1 MANET Autoconfiguration

1 MANET has dynamically changing network topology.

MANET partition and mergence may happen.

§ In MANET, there are many points to consider unlike the
Internet.

1 There Is no network administrator.

The current Internet services, such as address
autoconfigation and DNS, are difficult to adopt.

Autoconfiguration is necessary in MANET.



MANET Auto-Configuration

Unicast Address Autoconfiguration
Multicast Address Allocation
Multicast DNS
Service Discovery
Internet Connectivity

nicast Address Autoconfiguration

Internet Connectivity
for MANET

Multicast DNS

| Service Discovery

Multicast Address Allocation

R
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Overview of AODV - 1/2
1 AODV is improved DSDV algorithm

Reactive or On-demand

Provides unicast and multicast communication
(MAODV)

AODV doesn’t maintain a complete list of routes
as in DSDV algorithm.

Nodes that are not on a selected path don’t maintain
routing information or participate in routing table
exchanges.

Loop-free

AODV utilizes destination sequence numbers to
ensure all routes are loop-free.



Overview of AODV - 2/2

1 Route Discovery process

1 When does it happen?

When source node doesn’t have
a valid route to a destination yet.

1 Route Discovery

It broadcasts a route request (RREQ) packet to its
neighbors.

Neighbors forward the request to their neighbors, and
so on until either the destination or

an intermediate node with a “fresh enough”
route to the destination is located.



Route Discovery - 1/10
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1. Node S needs a route to D in order to send data
packets to D



Route Discovery - 2/10
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1. Node S needs a route to D in order to send data
packet to D

2. Creates a Route Request (RREQ)
Enters D’s IP addr, seg#,
S’s IP addr, seq#
hopcount (=0)



Route Discovery - 3/10

2. Creates a Route Request (RREQ)
Enters D’s IP addr, seg#,
S’s IP addr, seq#
hopcount (=0)

3. Node S broadcasts RREQ to neighbors



Route Discovery - 4/10

4. Node A receives RREQ

1 Makes reverse route entry for S
dest = S, nexthop = S, hopcnt =1



Route Discovery - 5/10
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4. Node A receives RREQ

1 Makes reverse route entry for S
dest = S, nexthop = S, hopcnt =1

1 It has no route to D, so it rebroadcasts RREQ



Route Discovery - 6/10
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5. Node C receives RREQ

1 Makes reverse route entry for S
dest = S, nexthop = A, hopcnt = 2

1 It has a route to D, and
the seqg# for route for D is >=D's seg# in RREQ



Route Discovery - 7/10

Gratuitous
RREP N
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6. Node C sends RREP

1 C creates a Route Reply (RREP)
Enters D’s IP addr, seq #
S’s IP addr, hopcount to D (=1)
Lifetime

1 Unicasts RREP towards A

1 Ccan allow D to set up a path towards S with
Gratuitous RREP.




Route Discovery - 8/10

7. Node A receives RREP

1 Makes forward route entry to D
dest = D, nexthop = C, hopcount = 2, Lifetime

1 Unicasts RREP to S




Route Discovery - 9/10
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8. Node S receives RREP

1 Makes forward route entry to D
dest = D, nexthop = C, hopcount = 3, Lifetime




Route Discovery - 10/10

)

9. Node S sends data packets on route to D



Route Maintenance - 1/5
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1. Link between C and D breaks down
1 C can perform local repair for the route to D
1 Methods to detect link breakage
@ Hello Message, RREP whose TTL is one
@ L2 Trigger



Route Maintenance - 2/5
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1. Link between C and D breaks down
1 C can perform local repair for the route to D

2. Node C invalidates route to D In route table




Route Maintenance - 3/5
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3. Node C creates Route Error (RERR) message

1 C creates a Route Error (RERR)
Enters DestCount (=1), D’s IP addr, seq #

1 Lists all destinations which are now unreachable

“"DestCount” field indicates the number of unreachable
destinations included in the RERR message.

1 Unicasts RERR to upstream neighbors in precursor list



Route Maintenance - 4/5
(8)

@_ A RERR
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4. Node A receives RERR
1 Checks whether C is its next hop on route to D

1 Deletes route to D
or invalidates the route to D according to N flag
(No delete flag)

When N flag is set, A does not send RERR to S and may reinitiate
route discovery for D.

1 Forwards RERR to S




Route Maintenance - 5/5
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5. Node S receives RERR
1 Checks whether A is its next hop on route to D

1 Deletes route to D
1 Rediscovers route If still needed



Optimizations - 1/2

1 Expanding Ring Search

It prevents flooding of network during route
discovery

Control Time To Live (TTL) of RREQ to search
Incrementally larger areas of network

Advantage
Less overhead when successful

Disadvantage
Longer delay if route not found immediately



Optimizations - 2/2

1 Local Repair

1 It repairs breaks in active routes locally instead of
notifying source.

If the first repair attempt is unsuccessful, it sends
RERR to source.

1 Advantage
Link repair with less overhead, delay and packet loss.
1 Disadvantage

Longer delay and greater packet loss when
unsuccessful



AODV Message Formats



Route Request (RREQ)
Message Format

0

1

2

3

012345678901234567890123456789 01

+—t—t—t—t—t—F—F—F—F—F—t—t—t—F—F—F—F—F—F ettt —F—F—F—F—F—F—F—+—+—+

—_—

—_t—

—_—

—_—

—_t—

Type

+—t—+-

+-

+-

+-

+-

+-

[JIRIGID|U]

Reserved

Attt —F—F—F—F—F—F—F—F—F—F —F—F—F—

+-—

+-

+-—

+-—

+-

RREQ ID
—+—t+—F—F—-F—F—F—-F—F—F+—-F+—+-—
Destination IP Address
-+ttt -ttt -ttt -t —+-
Destination Sequence Number
—+—t+—F—F—-F—F—F—-F—F—F+—-F+—+-—
Originator IP Address
—+—t+—F—F—-F—F—F—-F—F—F+—-F+—+-—
Originator Sequence Number

—t—t—t—t—F—F—F—t—t—t—t—+—

+

Hop Count |

—t—t—t—F—F—F—+—+

ettt bt —+

—t—t—t—F—F—F—+—+

ettt bt —+

ettt bt —+

—t—t—t—F—F—F—+—+



Route Reply (RREP)
Message Format

0

—_—

—_t—

—_—

—_—

Type

+—t—+-

+-

+-

+-

+-

IRIAI

1
012345678901234567890123456789 01

+—t—t—t—t—t—F—F—F—F—F ettt —F—F—F—F—F—F—t—t—t—F—F—F—F—F—F—F—F+—+—+

—t—t—t-

+-—

+-

+-—

+-—

+

2

Reserved | Prefix Sz |

—+—t—t—t—F—F—F—F—F—F+—+—+-+
Destination IP address

—+—F—t -ttt —F—F—F—F—+—+—+

Destination Sequence Number

—+—t—t—t—F—F—F—F—F—F+—+—+-+
Originator IP Address

—+—F—t -ttt —F—F—F—F—+—+—+

Lifetime

I S S s S

3

Hop Count |

—t—t—t—F—F—F—+—+

bttt —+

—t—t—t—F—F—F—+—+

bttt —+

bttt —+



Route Error (RERR)
Message Format

0 1 2 3
01234567890123456789012345678901
+—+—+—+—+—F+—F+—F+—F+—F+—F+—F+—F+—F+—F+—F—F—F—F+—F—F—F—F—F—F+—F—F—F—F—F+—+—+—+
| Type IN] Reserved | DestCount |
+—+—+—+—+—F+—F+—F+—F+—F+—F+—F+—F+—F+—F+—F—F—F—F+—F—F—F—F—F—F+—F—F—F—F—F+—+—+—+
| Unreachable Destination IP Address (1) |
+—+—t—F—t—F—F—tF—F—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F -+ —+—+—+
| Unreachable Destination Sequence Number (1) |
e e e e B e e S e e e e Rt sl L Sk (el o Sl et e
| Additional Unreachable Destination IP Addresses (if needed) |
+—+—t—F—t—F—F—tF—F—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F -+ —+—+—+
| Additional Unreachable Destination Sequence Numbers (if needed) |

t—t—t—t—t—F—t—t—t—F—t—t—F—F—F—t—F—F—t—t—t—F—F—F—t—F—F -t —F—F—+—+



Route Reply Acknowledgement
(RREP-ACK) Message Format

0 1
0123456789012345
+—t—t—t—t—t—F—F—F—F—F—F—t—t—F—+—+

| Type | Reserved |

F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F+—+

1 RREP-ACK message MUST be sent in response to
an RREP message with the ‘A’ bit set.

This is typically done when there is danger of
unidirectional links preventing the completion of
a Route Discovery cycle.



IPv6 AODV

C. Perkins, E. Belding-Royer and S. Das,
draft-perkins-manet-aodv6-01,
November 2001.



AODYV for IPv6 Operation

1 Message Handling

1 The handling of IPv6 AODV for IPv6 AODV messages
IS analogous to IPv4 AODV.

AODV messages have the formats appropriate for use
with 128-bit IPv6 addresses.

1 ICMP Processing

1 Whenever IPv4 AODV specifies use of ICMP, the
operation for IPv6 uses ICMPV6.

1 Configuration Parameters
1 IPv4 and IPv6 AODVs use the same parameters.



MANET Implementation :
Kernel AODV
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Introduction

1 Kernel AODV

1 It has been implemented by NIST (National
Institute of Standards and Technology) in the
USA.

1 AODV draft version 11

It has been implemented according to AODV draft
version 11, draft-ietf-manet-aodv-11.txt


http://w3.antd.nist.gov/wctg/aodv_kernel/

Installation of Kernel AODV

1 Download of Kernel AODV
1 URL

1 Installation Sequence
1 $ tar zxvf kernel-aodv_v2.2.2.tgz
1 $ mv kernel-aodv_v2.2.2
1 $ vi Makefile
TARGET:=x86
1 $ make
1 $ make install
1 $ start.sh

To start the node as gateway, issue “start_gateway.sh” instead
of “start.sh”.


http://w3.antd.nist.gov/wctg/aodv_kernel/kaodv_download.htm

start.sh

#1/bin/sh

#AODV Dev
# Tells AODV which interface use wish to use.

AODV_DEV="wlan0"

#Local Subnet

# If there is a small network attached to this node

# and you want to route through it, then describe it

# here. Other nodes will also be able to get routes

# to it. This is not commonly set.

# You must specify a subnet along with a subnet mask.
#LOCAL_SUBNET="local_subnet=192.168.1.0/255.255.255.0"

echo "1" > /proc/sys/net/ipv4/ip_forward
echo "0" = /proc/sys/net/ipv4/route/min_delay

insmod kernel_aodv.o use_dev=$A0DV_DEV $LOCAL_SUBNET



Architecture of Kernel AODV

RREQ_ID
Process , Queue Process
Routing
Table
A
Application Application
Packets Packets
AODV Kernel
Thread Timer
P
Packet Event Timer
Queue Queue Queue
g Output Input
Handler Handler
(] NET-FILTER
NF_IP_LOCAL_OUT NF_IP_LOCAL_IN
Ethernet Ethernet

Frames Frames



Components of Kernel AODV - 1/3

Input Handler

1 Checks if incoming packets from other nodes are AODV packets,
which use UDP protocol with port 654.

Output Handler

1 Catches local outgoing packets before sending.

If the destination does not exist in routing table, it enqueues the
packet to packet queue and then sends RREQ.

AODV Thread
1 Processes events in event queue in aodv().

Kernel Timer

1 When a timer expires, it enqueues an event or reset the timer
In timer_queue_signal().



Components of Kernel AODV - 2/3

Timer Queue

1 Queue for timers with the following types

EVENT_RREQ, EVENT_HELLO, EVENT_CLEANUP, and
EVENT_NEIGHBOR

Event Queue

1 Queue for timers with the following types

EVENT RREQ, EVENT RREP, EVENT RREP_ACK, EVENT RERR, and
EVENT_CLEANUP

Packet Queue

1 Queue for local outgoing data packets waiting for a route
The data packets wait for an RREP after an RREQ has been sent.

RREQ ID Queue

1 Queue for RREQ IDs to determine whether it has received an
RREQ with the same Originator IP Address and RREQ 1D
whenever a node receives an RREQ.



Components of Kernel AODV - 3/3

Routing Table
1 Routing Table for forwarding data packets

Precursor List

1 List for processing RERR message to indicate link loss

It contains the IP addresses for its neighbors that are likely to use it
as a next hop towards each destination.

Neighbor List
1 List of neighbor nodes discovered by Hello messages

Interface List
1 List of local network interfaces



Input Handler

Input_handler() packet_in()
Hello Messag EVENT_NEIGHBOR
Timer
RREP Message \\ < » RREP Event
Other AODV Corresponding
Messages Event
Non-AODV Normal Packet

Messages Handler



Output Handler

Routable

data packets

output_handler()

v

Next hop
(NF_ACCEPT)

Data packets
waiting for a route

v

Packet
Queue

Send
RREQ message

AODV
Thread

Receive RREP
after RREQ has been sent



Kernel Timer

Timer
Queue
EVENT_RREQ EVENT_HELLO EVENT_CLEANUP EVENT_NEIGHBOR
Timer Timer Timer Timer
imer_queue_signal() ‘

timer_neighbor()

timer_rreq() hello_resend() timer_cleanup()

RREQ Send HELLO Send CLEANUP CLEANUP CLEANUP
Timer RREQ Timer Hello Timer Event Event

' RREQ_ID Event

Queue Queue




AODV Thread

Event
Queue

EVENT_RREQ EVENT_RREP EVENT_RREP_ACK
Event Event Event

” aodv()

recv_rreq()

gen_rrep() w ‘
v . ‘////////
RREQ_ID Timer

Queue Queue

Routing

Table

EVENT_RERR

Event

3
recv_rrep() recv_rrep_ack() @

RREP_ACK
essage

RREQ
Message

EVENT_CLEANUP

ent

recv_cleanup()

RERR
Message

Next—hop
Host




Data and Control Flows

Route Request
1 Generating RREQ
1 Receiving RREQ

Route Reply
1 Generating RREP
1 Receiving RREP

Route Error
1 Generating RERR
1 Receiving RERR

Hello Message
1 Generating Hello
1 Receiving Hello



MANET Testbed
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Testbed for MANET

1 Motivation

1 There is much difficulty in managing the topology of MANET for
testing protocols and applications.

1 Topology Configuration Method
1 For testing multi-hop network configuration,

We can use MAC-filtering to filter out packets in other links.
§ MAC Filtering Tool of ETRI

§ MacKill of Uppsala University

1 Routing Protocols
1 We used IPv4 AODV and IPv6 MAODV as Ad Hoc routing protocols.


http://www.adhoc.6ants.net/technolog
http://user.it.uu.se/~henrikl/aodv/

Control Diagram of

ETRI MAC FI

ltering Tool

User Space

iwconfig.c

[

Kernel Space

¥
/usr/src/linux-2.4/
net/core/dev.c

v

/usr/src/linux-2.4/ /usr/src/linux-2.4/
net/core/wireless.c net/core/wireless.h
i
Host AP Driver , hostap.c
hostap_ioctl.c hostap_ap.c

i hostap_crypto.c

y hostap_cs.c

hostap_hw.c hostap_download.c

i hostap_proc.c




Host AP Driver for
Intersil Prism2/2.5/3

1 Host AP Driver

1 Itis a Linux driver for wireless LAN cards based on Intersil's
Prism2/2.5/3 chipset

1 It implements the following basic functionality
to initialize and configure Prism2-based cards
to send and receive frames, and
to gather statistics, etc.

1 Host AP mode

1 It takes care of IEEE 802.11 management functions in the host
computer and acts as an access point.

1 Download of Host AP Driver
i


http://hostap.epitest.fi/

ETRI MANET Testbed

Wireless Router

MANET

Protocol Test in MANET Testbed




perlment |n MANET Testbed

Hub ‘

—

R1 R2 R3 Ii AP
- Wireless Router: R1, R2, R3

NB

- Control Node: NB

MANET Testbed

R2
*10.10.10.2 ™

10.10.10.1 / 10.10.10.3 10.10.10.1 10.10.10.3
NB Mac filter NB

Ping of R1into R8 ——————>  Ping of R1into R3 via R2
Test Scenario



MANET Simulation :
AODV In NS-2
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Introduction of NS-2

I NS-2
1 It provides a variety of simulations in wired and wireless
networks.

Wired Network Simulation

Routing: Distance Vector, Link State, and PIM-SM
Transportation: TCP and UDP

Traffic Sources: web, ftp, telnet, cbr, and stochastic
Queuing Disciplines: drop-tail, RED, FQ, SFQ, and DRR
QoS: InterServ and DiffServ

w W W W w

Wireless Network Simulation

§ Routing: Ad hoc routing and Mobile IP
§ Directed Diffusion

§ Sensor Network

1 More Information


http://www.isi.edu/nsnam/ns/

AODV Code In NS-2

1 AODV Source Code
1 ns-2.26/aodv/

1 AODV Test Suit
1 Nns-2.26/tcl/test/test-suite-wireless-lan-aodv.tcl

1 Scenario Generators

1 Movement Scenario Generator
ns-2.26/indep-utils/cmu-scen-gen/setdest/setdest

1 Traffic Scenario Generator
ns-2.26/indep-utils/cmu-scen-gen/cbrgen.tcl
e.g., CBR or TCP traffic



AODV Simulation

1 Simulation Procedure
1 Define simulation objective
e.g., IP Address Autoconfiguration for AODV

1 Design classes and functions for simulation

l.e., make object diagram, flowchart, event trace diagram,
state transition diagram, and data flow diagram, etc.

1 Consider how to apply the classes and functions to NS-2
How to extend AODV source code?
How to extend the other codes of NS-27?

1 Consider how to extract simulation result
specification of trace and monitoring
processing of trace file into graph or table



Schematic of MobileNode

MobileNode ot
classifier Protocol Agent
Addr
classifier 255
v
entry_
defaulttarget_ Routing Agent
. (AODV)
v target_
uptarget_ LL arptable_ R ARP
downtarget_
mac_ IFQ uptarget_
downtarget_
A
MAC
downtarget_ uptarget_
A . Radio
t
PHY bropagations Propagation
A Model
channel_ uptarget_
N

| Channel




Simulation Example:
Ad Hoc IP Address Autoconfiguraton
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Ad Hoc IP Address Autoconfiguration
(AAA)

1 Configuration of Unicast Address in Network Interface
1 Precedent step for IP networking
1 Methods of IP address configuration in network interface
Manual configuration
Automatic configuration

1 Consideration of IP address configuration
1 A unique address should be assigned.
1 Automatic configuration is needed for user’s convenience.

1 Addressing in MANET

1 Each mobile node is necessary to autoconfigure its IP address
through DAD.

An arbitrary address is selected.

The uniqueness of the address is verified though Duplicate
Address Detection (DAD).



Strong DAD

1 Definition
1 Ai(t) : Address assigned to node | at time t.
1 For each address a = undefined,

Sa(t) = {J | Ai(t) = a}.

1 Condition of Strong DAD

1 Within a finite bounded time interval after ft,
at least one node in Sa(t) will detect that
|Sa(t)] > 1.




Example of Strong DAD

15t Try of Host A
8IP Address — 10.10.10.1

8Host A’s address conflicts with Host C's. IP Address of Host C
8IP Address — 10.10.10.1
nd
2"9 Try of Host A Host C
8IP Address — 10.10.10.2
§Host A’s address is unique within the connected partition. @
N
Host A Host B T AREP
= AREQ message = message
.| |g! Router
Wireless Link

Where AREQ : Address Request message,
AREP : Address Reply message



Delivery of AREQ and AREP
Messages

1 Delivery through Piggyback
1 AREQ message
It is piggybacked on AODV RREQ message.

This allows a reverse path for AREP message to be set up.
I AREP message

It is piggybacked on AODV RREP message.
1 Message Structure

IP Header IP Header
UDP Header UDP Header
[S] [S]

RREQ Header RREP Header
AREQ AREP

(a) AREQ Message (b) AREP Message



State Transition Diagram of Node
for AAA—-1/2

________________________________________________________________________________________

(2) Node verifies
a tentative address
with a temporary

address

Start AAA

Fail Succeed

(

4) Node processes
address autoconf
message

(1) Node needs
an |P address

(3) Node uses the
tentative address as
permanent address

Join AAA

Front-end of AAA Back-end of AAA



State Transition Diagram of Node
for AAA — 2/2

1 Node State

1 (1) Node needs an IP address
Node’s State 1: ADHOC AUTOCONF_ BEFORE

1 (2) Node verifies a tentative address with a temporary address
Node’s State 2: ADHOC AUTOCONF_ UNDER

1 (3) Node uses the tentative address as permanent address
Node’s State 3: ADHOC AUTOCONF _AFTER

1 (4) Node processes address autoconf message
Node’s State 4: ADHOC AUTOCONF_ PROCESS



Flowchart of Front-end of AAA = 1/2
@ Autocc;'nfigure ) @

network interface Aj Generate tentative IP
with temporary IP L address (ten_addr)
address

—

Unigueness
validation

@ { """""" ——— }

Generate random IP
address
A

Yes

Failed ?

Autoconfigure
network interface
with verified IP
address

Prepare for
answering address
request

End



Flowchart of Front-end of AAA = 2/2

—

: retry = AREQ_RETRIES;
| timeout = ADDRESS DISCOVERY

l

[ Send AREQ(ten_addr) ]4*
o —

Wait AREP for
timeout




Flowchart of Back-end of AAA

Packets

AODV::recv()

in aodv.cc > .7

Return this
packet to other
routine

A

packet

Drop this

No

| -
Q
rol
c
S
<
5 Address
Q- conflict?
|
Yes

Add event 2 to
event queue
(Unicast AREP)

----------- aaa_in

In address
queue?

No

A\ 4
Add event 1 to

event queue
(Broadcast

Broadcast
AREQ to
next hops

Unicast
AREP to the
originator

Send AREQ to
(255.255.255.255)

Send AREP to

»
»

the originator

>
-




AAA: Scenario - 1/3

1 Test Suit: ns-2.26/tcl/test/aodv-aaa.tcl

global opt

set opt(chan) Channel/WirelessChannel

set opt(prop) Propagation/TwoRayGround

set opt(netif) Phy/WirelessPhy

set opt(mac) Mac/802_11

set opt(ifq) Queue/DropTail/PriQueue

set opt(ll) LL

set opt(ant) Antenna/OmniAntenna

set opt(x) 10 ;# X dimension of the topography
set opt(y) 10 ;# Y dimension of the topography
set opt(ifglen) 50 ;# max packet in i1fq

set opt(seed) 0.0

set opt(tr) aodv.rands ;# trace file

set opt(Im) "off" ;# log movement

set opt(rp) aodv

set opt(cp) "/home/paul/ns-2.26/tcl/test/scenario/traffic/cbr-2-5-2-1"

set opt(sc) "/home/paul/ns-2.26/tcl/test/scenario/movement/scen-10x10-2-5-5-60"

set opt(nn) 2
set opt(stop) 60.0
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Topology: 10 m x 10 m

Number of Nodes: 2

Transmission Range: 250 m

Channel Capacity: 2 Mbps

Propagation Model: Propagation/TwoRayGround
MAC: IEEE 802.11

Traffic Model

1 Number of Sources: 2

1 CBR
512 bytes/packet
1 packet/sec

Simulation Time: 60 s
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1 Traffic Scenario: ns-2.26/tcl/test/scenario/traffic/cbr-2-5-2-1

(1) Node 0 connecting to Node 1 at time 15.0 (2) Node 1 connecting to Node O at time 16.0

set udp_(0) [new Agent/UDP]

$ns_ attach-agent $node_(0) $udp_(0)
set null_(1) [new Agent/Null]

$ns_ attach-agent $node_(1) $null_(2)
set cbr_(0) [new Application/Traffic/CBR]
$cbr_(0) set packetSize 512

$cbr_(0) set interval 1

$cbr_(0) set random_ 1

$cbr_(0) set maxpkts_ 10000

$cbr_(0) attach-agent $udp (0)

$ns_ connect $udp_(0) $null_(1)

$ns_ at 12.0 "[$node_(0) set ragent ]
strong-dad 1"

$ns_ at 15.0 "$cbr_(0) start"

set udp_(1) [new Agent/UDP]

$ns_ attach-agent $node_ (1) $udp_(21)
set null_(0) [new Agent/Null]

$ns_ attach-agent $node_(0) $null_(0)
set cbr_(1) [new Application/Traffic/CBR]
$cbr (1) set packetSize 512

$cbr (1) set interval 1

$cbr_(1) set random_ 1

$cbr_(1) set maxpkts_ 10000

$cbr_(1) attach-agent $udp (1)

$ns_ connect $udp_ (1) $null_(0)

$ns_ at 13.0 "[$node_(1) set ragent ]
strong-dad 0"

$ns_ at 16.0 "$cbr_(1) start “




Tcl Code Extension

ns-2.26/tcl/lib/ns-mobilenode.tcl

Node/MobileNode instproc init args {
eval $self next $args
$self instvar nifs_ arptable X Y Z nodetype rtagent
# rtagent_ i1s routing agent

}
ns-2.26/tcl/lib/ns-lib.tcl

Simulator instproc create-wireless-node args {

switch -exact $routingAgent_ {
DSDV {
set ragent [$self create-dsdv-agent $node]

}
AODV {
# set ragent_ of $node to pointer of ragent in order to call strong-dad in AODV agent

set ragent [$self create-aodv-agent $node]
set [$node set ragent ] $ragent
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. AODV Message Extension

1 /ns-2.26/aodv/aodv_packet.h

/* Message Format for Ad Hoc IP Address Autoconfiguration */

struct icmp_adhoc_autoconf {
u_int8 t type; // Type of ICMP message
u_int8 t code; // Code of message type
u_intl6_t checksum; // Checksum for ICMP message and parts of the IP header
u_int32_t i1dentification; // ldentification for ad hoc address autoconf message
u_int32_t originator_address; // Originator®s IP Address
u_int32_t req_dup_address; // Requested or Duplicate IP Address

}:; // sizeof(icmp_adhoc_autoconf) = 16 [byte]
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. AODV Message Extension

/ns-2.26/aodv/aodv_packet.h
/* AODV RREQ Message */

struct hdr_aodv_request {

u_int8 t rg_type; // Packet Type

//u_iInt8_t reserved[2]; /* define flags with bit-field */
#i1f BYTE_ORDER == BIG_ENDIAN

u_int8 t rq_j flag:1, // Join flag

rq_r_flag:1, // Repair flag
rg_g flag:1, // Gratuitous RREP flag
rq_d flag:1, // Destination only flag
rq_u flag:1, // Unknown sequence number flag
rq_s flag:1, // Strong-DAD flag
rq_w_flag:1, // Weak-DAD flag
rg_reservedl:1; // reserved-bit 1
u_ int8 t rq_reserved2:8; // reserved-bit 2
#endif
#if BYTE_ORDER == LITTLE_ENDIAN

/* Ad Hoc Address Autoconfiguraion (AAA) Message */
struct i1cmp_adhoc_autoconf rq_aaa; // Address Request (AREQ) Message
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: AODV Message

1 /ns-2.26/aodv/aodv_packet.h

/* AODV RREQ Message - continue */

inline int size() {
int sz = 0;
/*

sz = sizeof(u_int8 t) //
2*si1zeof(u_int8 t) //
sizeof(u_int8 t) //
sizeof(double) //
sizeof(nsaddr_t) //
sizeof(u_int32_t) //
sizeof(nsaddr_t) //
sizeof(u_int32_t) //

+ + + + + + + +

*/
// sz = 6*sizeof(u_int32_t);
sz = 10*sizeof(u_iInt32_t);
assert (sz >= 0);
return sz;

¥

Extension

rp_type

rp_flags + reserved
rp_hop_count
rp_timestamp

rp_dst

rp_dst_seqgno

rp_src

rp_lifetime

sizeof(icmp_adhoc_autoconf); // rp _aaa == 16 [byte]
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: AODV Class Extension

/ns-2.26/aodv/aodv.h
/** Definitions of MACRO Constants and Enum Type **/

/* Ad Hoc Address Autoconf Type */
#define ADHOC AUTOCONF_AREQ 0x01
#define ADHOC AUTOCONF_AREP 0x02
#define ADHOC AUTOCONF_AERR 0x03

/* Enum Type: Node"s State */
enum NodeState {ADHOC AUTOCONF_BEFORE, ADHOC AUTOCONF_UNDER, ADHOC AUTOCONF_AFTER,
ADHOC_AUTOCONF_PROCESS};
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: AODV Class Extension

/ns-2.26/aodv/aodv.h
/* The Routing Agent */
class AODV: public Agent {

/* Packet TX Routines */
//send a RREQ-AREQ message
void sendRequest_AREQ(nsaddr_t dst);

//send a RREP-AREP message
void sendReply AREP(nsaddr_t ipdst, u_int32_t hop_count, nsaddr_t rpdst, u_int32_t rpseq,
u_int32_t lifetime, double timestamp);

/* Packet RX Routines */
//receive a RREQ-AREQ message
void recvRequest AREQ(Packet *p);

//receive a RREP-AREP message
void recvReply AREP(Packet *p);

/* Strong DAD */
protected:

void strong dad(nsaddr_t tentative addr); //performs Strong-DAD for tentative address
private:

NodeState node state; // Node"s state
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: AODV Class Extension

1 /ns-2.26/aodv/aodv.cc

int AODV::command(int argc, const char*const* argv) {
bool result; //result of function®s execution
if(argc == 2) {
}
else if(argc == 3) {
iIf(strcmp(argv[1l], "index") == 0) {
index = atoi(argv|[2]);
return TCL_OK;
........ e,
i else if(strncasecmp(argv[1l], "strong-dad", 3) == 0) |
{ /* perform Strong-DAD */
Int tentative addr;
tentative _addr = atoi(argv[2]);
strong_dad(tentative_addr); //performs Strong-DAD
return TCL_OK;

S i
3

return Agent::command(argc, argv);

ky
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: AODV Class Extension

1 /ns-2.26/aodv/aodv.cc

AODV: :AODV(nsaddr_t 1d) : Agent(PT_AODV),
btimer(this), htimer(this), ntimer(this),
rtimer(this), Irtimer(this), rqueue()

index
seqgno
bid =

[l | I 1|

LIST_INIT(&nbhead);
LIST_INIT(&bihead);

logtarget = O;
1fqueue = 0;

//initialize Node®"s state with ADHOC AUTOCONF BEFORE
node _state = ADHOC AUTOCONF_ BEFORE;
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: AODV Class Extension

1 /ns-2.26/aodv/aodv.cc

void AODV::strong_dad(nsaddr_t tentative_addr)
{/* perform Strong-DAD */

//add a route entry to route table
aodv_rt_entry* rt;

rt = rtable.rt _add(tentative _addr);
iIf(rt == NULL) {
cerr<<"AODV::strong dad() : rt is NULL!"<<endl;

¥

//set Node"s state to ADHOC_AUTOCONF_UNDER
node _state = ADHOC AUTOCONF_ UNDER;

//send AREQ message to tentative_addr
sendRequest AREQ(tentative addr);
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: AODV Class Extension

1 /ns-2.26/aodv/aodv.cc

void AODV::sendRequest AREQ(nsaddr_t tentative_addr)
{/* send AREQ message */

// allocate a RREQ-AREQ packet

Packet *p = Packet::alloc();

struct hdr_cmn *ch = HDR_CMN(p);

struct hdr_ip *1th = HDR_IP(p);

struct hdr_aodv_request *rq = HDR_AODV_REQUEST(p);

/* initialization of Ad Hoc Address Autoconf message */
rq->rg_adhoc_autoconf.type = ADHOC AUTOCONF_AREQ;
rq->rg_adhoc_autoconf.code = 0;
rq->rg_adhoc_autoconf.checksum = 0; //ignore the checksum
rg->rq_adhoc_autoconf. identification = rg->rq_bcast_id;
rg->rg_adhoc_autoconf.originator_address = rg->rqg_src;
rq->rq_adhoc_autoconf.req_dup_address = rg->rq_dst;

/* register the current time with rg->rq_timestamp */
rq->rq_timestamp = CURRENT_TIME;

Scheduler::instance().schedule(target , p, 0.);
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: AODV Class Extension

/ns-2.26/aodv/aodv.cc

void AODV::recvRequest(nsaddr_t tentative addr)
{/* receive AREQ message */
struct hdr_ip *1h = HDR_IP(p);
struct hdr_aodv_request *rqg = HDR_AODV_REQUEST(p);
aodv_rt_entry *rt;
/* identify if this RREQ 1s normal RREQ or RREQ-AREQ. *
i1f(rg->rq_s _flag == 1)
{
recvRequest _AREQ(p); //process RREQ-AREQ message
i return; i
/* Only when Node"s state i1s ADHOC AUTOCONF_PROCESS, Node processes AODV packets.
Otherwise, Node drops the received packets. */
1f(node_state != ADHOC AUTOCONF_PROCESS)
{
Packet: :free(p);
return;

¥
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1 Installation for Debugging
1 Configure and compile NS-2 sources to support debugging

NS-2 Source and Other Libraries
§  Otcl, Tcl, Tclcl, Tcl-debug, Tk, and Ns2-2.26

1 Compilation Procedure

#cd /home/paul/simulation/ns2/ns-allinone-2.26
#cd otcl-1.0a8
#make clean; configure —-enable-debug; make; make install
#cd ../tcl8.3.2/unix
#make clean; configure ——enable-symbols; make; make install
#cd ../tclcl-1.0b13;
#make clean; configure —-enable-debug; make; make install
#cd ../tcl-debug-2.0;
#make clean; configure; make; make install
#cd ../tk8.3.2/unix
#make clean; configure —-enable-symbols; make; make install
#cd ../ns-2.26
#make clean; configure —-enable-debug --with-tcldebug=../tcl-debug-2.0
#vi Makefile

% specify g++ instead of c++ as c++ compiler
#make; make install
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1 Debugging of AAA

B paul@Bants:/home/paul/ns-2.26/aody g@l[g|

[root@6ants ns-2.26]# cd codv
______ __|lroot@bants aodvld gdb s ____________________________ !

GHU gdb Red Hot Linux 7.x (5.0rh-15) {MI_OUT)

Copyright 2001 Free Software Foundation, Inc.

GDB is free software, covered by the GHU General Public License, and you are
welcome to chonge it ond/or distribute copies of it under certoin conditions.
Type "show copying" to see the conditions.

There is aobsolutely no warranty for GDB. Type "show warronty" for detaoils.

| (gdb) list aodv.cc:170 0
e -5 --------------- {. _____________________________________________________________

166 /+% 20040416, joehoon

167 nodi fication of strong_dad()

168 */

169 int tentative_addr;

170 tentative_addr = atoi{argv[2]);

11 cout=<"tentative oddr : "<=tentotive_ addr<=<endl;

172 strong_dad{tentative_addr); //performs Strong-DAD

173

124 . return TCL _OK; .
qdb) break 170 !
féﬁkph‘i:ﬁf:J:.H-I;'_’IJ:Eﬂﬂ.’flﬁl’eféz_’:.’f.‘i:]:é:ﬁﬁiﬁ.ﬂfﬁﬁﬂiﬁ.ﬁf;:Iifﬁ:t?l]:::::::::::::::::: N
{gdb) run Shome/poul/ns-2.26/tcl/test/oodv—aon. tcl oodv i

]

v

num_nodes is set 2

Loading connection pattern...
Loading scenario file. ..
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Debugging of AAA - Continue

B paul@Bants:/home/paul/ns-2. 26/aody

Breakpoint 1, A0DV::commond (this=0z84e0588, argc=3, argv=0xbfffclec)
at oodv/aodv.cc: 170

170 tentative_oddr = atoi{orgv[2]);
B =15 5 N
AT T T T T T T T cout=<"Tentative_ addr 7 "=<tentative_ oaddr=<endl; """ ’
(gdb) n
tentotive_oddr : 1
IR - strong dad(tentative addr); //performs Strong-DAD ______
adb) s )
AODVY: :strong_dod (this=0x84e05%88, tentative_addr=1) ot oodv/aodv.cc:2008
2008 rt = rtable.rt_odd{tentotive addr);
{gdb) n
2009 if{rt == HuLL) {
(gdb) n
2016 hode_state = ADHOC_AUTOCOMF UHNDER:
(gdb) n
2020 sendRequest_AREQ(tentative_noddr);
(gdb) s

AODVY: : sendRequest_AREQ (this=0x84e0588, dst=1) ot oodv/oodv.cc: 1663
Packet *p = Packet::alloc();

n

struct hdr_cmn *ch = HDR_CHH(p);
n

struct hdr_ip %ih = HDR_IP(p);
n

struct hdr_oodv_request *rq = HDR_AODY_REQUEST (p);
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1 Debugging of AAA - Continue

B3 paul@Bants:/home/paul/ns-2. 26/aody g@
1666 struct hdr_oodv_request #rq = HDR_AODY_REQUEST (p);
(gdb) n
1667 aodv_rt_entry #rt = rtable.rt_lookup(dst);
(gdb) whatis rp
______ | _|Ho_symbol 'rp” in current context. ________________________________________,
e _|fgdb} whatis rq _______ .. :
______ | _(type_= hdr_oodv _request o ____,
e gdb) g !

$1 = {rg_type = 0 *%000°, rg_reservedl = 0 “%000', rq_w_flag = 0 "%000°,
rq_s_flag = 0 ~000°, rq_u_flog = 0 "»000°, rq_d_flag = 0 000",
rq_g_flag = 0 "%~000°, rg_r_flag = 0 "%000°, rqg_j_flag = 0 ~.000°,
rg_reserved? = 0 ".000°, rg_hop_count = 0 -%000°, rq_bcast_id = 0,
rg_dst = 0, rq_dst_segno = 0, rg_src = 0, rg_src_segno = 0, rg_inf_key = {
ext_type = 0 ““000°, ext_length = 0 ““000°, reserved = "“000", inf_key = {
0, 0, 0, 0}}, rg_oona = {type = 0 "%000°, code = 0 *%000°, checksum = 0,
identification = 0, originator_address = 0, req_dup_oddress = 0},
rg_timestamp = 0}
(gdb) n
1670 assert(rt);
(gdb) n
1677 if {rt-=rt_flogs == RTF_UP) {
{gdb) n
1683 if {rt—=rt_req_timeout > CURRENT_TIHME]) {
(gdb) n
1692 if {rt-=rt_req_cnt = DAD_RETRIES) {

__________________________________________________________________________ -

gdb) p rt—=rt req ent . ;




Conclusion

1 MANET Networking is an important base technology for
Ubiquitous Networking in Wired and Wired Networks.

1 MANET Implementation and Test of Ad Hoc routing
protocol is prerequisite to MANET Networking
Development.

1 Network Simulation is also needed for testing a variety of
technologies for MANET as preceding step of
Implementation.

1 NS-2 iIs a useful and free software for MANET simulation.
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Appendix
ETRI MAC Filtering Tool



ETRI MAC Filtering Tool - 1
Configure Ad-hoc Mode with iwconfig

Bl root@paul?: ~

[rootepaul2 root]# |

Bl root@paulZ: ~

Cell: D2:06:EA:Bb:DF:BC
Tx—Power:6 dBm Rx threshold=0 dBm Sensitivity=1/3

Retry min limit:8 RTS thr:off Fragment thr:off

Encryption key:off

Power Hanogement:off

Link Quality:92/92 Signaol level:-40 dBm Hoise level:-97 dBn
Rx invalid nwid:0 Rx inwvalid crypt:2 Rx inwvalid frag:0

Tz excessive retries:46 Inwvalid misc: 353 Missed beacon:0

é[ruut@puulz root]# |




ETRI MAC Filtering Tool - 2
Start R1 as Gateway in AODV

B root@paulZ: fusrflocal/kernel-aody_v2.2.2
[rootepaul?2 kernel-oodv_v2.2.2]# 5turt_gutemug.5rl




ETRI MAC Filtering Tool - 3
MANET Testbed

Hub
R1 R2 R3 AP
IP- 10.10.10.1 IP- 10.10.10.2 IP- 10.10.10.3

MAC- 00:06:25:2A:DF:BC MAC- 00:06:25:2A:B3:8C MAC- 00:06:25:2A:D9:E6

NB
ﬁ Wireless Router
Control Node




ETRI MAC Filtering Tool -4
Test Scenario

A R2
~#10.10.10.2 ™.
: ping R3 ;
R1
10.10.10.1 10.10.10.3 10.10.10.1 / 10.10.10.3
Y- 4 Y=
’ . NB
Mz Mac Filter
Ping of R1 into R3 » Ping of R1into R3via R2

Test Scenario



ETRI MAC Filtering Tool -5
MAC Table

B root@paul?: ~

[rootepoul? root]# iwconfig wlan0 showmactable

MAC Address Table

|ovg|signal |deny | dest HMAC

65 |
70 |

[rootepoul? root]i

v

R3’s MAC R2’s MAC R1’s MAC Address
Address Address



ETRI MAC Filtering Tool - 6
Set MAC Flltering at index O for R3

B root@paul2: ~

[rootepoul2 root]# iwconfig wlanl show

MAC Address Table

|ovg|signal |deny| dest HAC

| :00-06-25-2a-df-bc
I ff-fFf-ff-FF—Ff—ff

[rootezpoul2 root]# iwconfig wlanl shou

MAC Address Table

|avg|signal |deny| dest HAC

[rootzpaul? root]# |




ETRI MAC Filtering Tool -7
Ping from R1 to R3

Include Route Discovery Delay

Bl root@paul 2~

[rootepaul? root]# ping 10.10.10.3

PING_10.10.10.3 _(10.10, lﬂ El_frum_lﬂLJﬂ¢]ﬂ 1.:.56(84) bytes of daota.
tlmE 27.9 ns

: 1cmp_seqg= 2

: icmp_seq=3

: icmp_seqg=4

: icmp_seqg=5

: icmp_seqg=6

: icmp_seqg=?

: icmp_seq=8

: icmp_seq=9 :

: icmp_seqg=10 ttl1=63 time=0.409 ns
: icmp_seg=11 ttl=63 time=0.431 ms
: icmp_seg=12 ttl1=63 time=0.422 ns

[y T, Iy AT i L. i K P VK I T B NS K B R

— 10.10.10.3 ping statistics —
12 packets transmitted, 12 received, 0% loss, time 11017ns
rtt min/avg/nox/mdev = 0.409/5.219/57.995/15.912 mns




ETRI MAC Filtering Tool - 8
Show AODV Routing Table in R1

B root@paul?: /proc/aody

[rootepaul? aodv]# cat routes

Route Table

IP | Seq |  Hop Count | Hext Hop
127.0.0.1 0 0 127.0.0.1 Self Route
10.10.10.1 b 0 10.10.10.1 Self Route
jpnae.ae.e . S | 10.10.10.2 ~  _ Valid sec/msec: 2/13
R O O 0 1 I O - 2 [ 1108 11 Valid  sec/msec: 0/928 k

[rootepoul? oodv]l# pud
/proc/aodv
[rootepaul? aodvli |

v

When R1 sends data packets to R3, the next hop is R2.



